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Abstract

Signature analysis is an important compact method in digital testing. Apfiysngethod,a
testresponsesequenc®f a deviceundertestis compressety a linear feedbackshift regis-
ter (LFSR, forshort).Maskingoccursif a faulty deviceyieldsthe samesignatureasthe cor-
respondinggood device.Due to the linearity of any LFSR, this happensf andonly if the
‘error sequenceivhich is obtainedby the 'exor' operationfrom the correctandthe incorrect
sequence, leads to the zero signature.

The masking properties of signature analyzers depend widd¢heoistructurewhich canbe
expressed algebraically by properties of their 'characteristic polynomials'.

There are three main directions of research in masking properties of signature analyzers:

(i) more general masking results either expressed by the characteristic polynamiatos
of other LFSR properties;

(i) 'quantitative’ results, mostly expressed by computations or estimations of error
probabilities;

(i) 'qualitative’ results, e.g. concerning the general possibility or impossibility of LFSR to
mask special types of error sequences.

Following the third direction, we presemsurveyof maskingpropertiesof signatureanalyz-
ers concerning error sequences having any odd wéighe lecture. Therearesomeresults
but also many open problemsin this field. We have found somefurther insightsin these
problems by computer simulations.



0. Introduction

In thefield of fault diagnosisof digital devices signatureanalysisis well known asa special
compactmethodusedaswell for testingandtroubleshootingligital systemsasfor built-in
self-testing of integrated circuits.

The basicideaof signatureanalysisconsistan compressingnytestresponsesequencef a
deviceundertestusinga linear feedbackshift register,andin comparingonly the result of
this compressior{the so-calledsignature) with the signatureof the responsesequenceb-
tainedfrom the correspondinggood device.As a consequencef the compressionit may
occurthat somefaulty deviceyields a responsesequencdlifferentfrom the sequencef the
good device,but the correspondingsignaturesare equal.In this casethe fault will not be
detectedby signatureanalysis,and this situation has beentermedmasking, or, in other
referencesaliasing.

In many articles, startingwith the papers[BCA], [F], [D], [KMZ], and[S], for example,
various results about masking have been published. The study of maskingin signature
analysisis basedon aninterestingmathematicabackgroundjn algebraand probability the-
ory aswell asin automataandgraphtheory.On the otherhand,thereare someopenprob-
lems which can be rather easily formulated.

Thereportis divided into threemainsections Sectionl containsa shortintroductionin the
field of testingdigital devices.After somegeneralremarkson compacttest methodswhich
arepresentedn Section2, the maskingproblemby signatureanalysiswill be consideredn
Section 3. Finally, some concluding remarks will be given.

1. On digital (hardware) testing

The following picture illustratesthe main componentf a generaltest systemfor digital
hardware.

| Test- Device Test-
T pattern .| under . |Tesponse
generator test evaluation
(1) (m) (r)



The middle componenim), the deviceunder test (DUT, for short),canbe an integrated
circuit, a board,or a digital systemfor example.On the otherhand,from its logical struc-
ture, it can be a combinational circuit as well as a (clocked or unclocked) sequential circuit.
It is a necessarypreconditionfor anykind of testingthatthereis a specialfault model. Tra-
ditionally, the 'stuckat 0/1' modelis widely used.In this model, faults consistin restricting
thelogical valueof someinternalwire to the constan® or 1, respectivelystartingon a spe-
cial location (such a gate input or gate output, for example).

Onthe otherhand,somedifferentor extendedor more special(the latter onefor particular
kinds of circuits) fault models,respectively are also consideredn the literatureof testing.
More information can be found in [R], Chapter 3.

The aim of testing consists in 'stimulating' the inputs of the DUT in su@maerthanmany
internal fault (definedby the fault model) will be detectedby somecorrespondingoutput
valueswhich aresaidto bethetestresponsedn testingtheory,the words,control andob-
serve* are used to express the relabetweertestinputsandtestresponsesith respecto
fault detection.

The leftcomponen(l) of thefigure T, thetest pattern generator, hasto solvethe problem
of generatinga sequencef inputs suchthat a maximal numberof potentialfaults of the
DUT (again,definedby the fault model) can be observedoy someresponsesWith other
words,a good 'fault coverageis the main goal of the test patterngenerationlt is easyto
imagine tha thiproblemcanbevery complex.In fact, alreadyin 1975it hasbeenprovedby
IbarraandSahnithatthereare NP-hardproblemswith respecto the testpatterngeneration
evenfor ratherrestrictedcombinationakircuits [IS]. For sequentiatirquits, however there
aresomePSPACE-completéestingproblems[YL], andin recentpapergBJ1], [BJ2] fur-
ther results can be found.

In generalthelengthof the testinput sequencewiill increasdaf the DUT will becomemore
complex. For practical applications,there are somerules (‘designfor testability’; cf. [R],
Chapterb, or, in particular,[WP], for example)concerningthe circuit designwhich should
leadto an easiertesting.As animportantexample we mentionthe modularity wheresome
smallerpartsof the DUT could be testedeitherexhaustivelyor randomly.Thereis a lot of
papers concerning properties of exhaustive, pseudoexhaustive, or random testing.

Finally, the right componen(r) of thefigure T is devotedto the test responseevaluation.
The exactcontentof this componentdependswidely on the kind of the DUT, or on the
background of the test method. In general, there are some different classifications.

At first, we mustdistinguishbetweena pure,go — don'tgo go* decision(which is some-
times also denoted by ,testing” bata restrictedsense)anda two-levelprocedurewhichis
saidto befault diagnosis in general.This procedureconsistan a testingstagefollowed by

a second stage which will be applied if a fault has been foundyhict hasthe objectiveof
fault localization (or, equivalently, fault isolation, or fault finding). Such a diagnosisis
mostly applied to boards or systems but there are also applications to integrated circuits.



Secondly,a diagnosiscan be executedduring severalphasesn the design,fabricationor
evenapplicationof a digital device.We mentiononly the design(or prototype)test,andthe
productiondiagnosisperformedby the produceraswell as somediagnostictools usedin
service. Latter ones are off-limechniquesin general put therearealsoon-line methodsor
fault diagnostics.

Finally, a diagnosigprocedurecanbe applied'externally'controlledby some,automatictest
equipment*(ATE, for short) but thereare also 'internal’ test methodsusing (almost) only
suchtools which are partsof the DUT itself. Such devicesare commonlyreferredto be
,Built-In  Self-Test* tools (BIST, for short, cf. [R], Chapter5, or, in particular,[MC1],
[MC2], for example).In particularfor diagnosiamethodsof the latterkind but alsoin other
caseqif afaultisolationis basedon 'fault dictionaries'for example) the amountof the di-
agnosticdatacanbe too large suchthat the evaluationof the testresponsesvould become
very inefficient. For suchcasescompact methodshavebeendevelopedvhich leadto a re-
duction of this data amount.

2. Compact methods in test response evaluation

If a compacttestmethodwill be usedthenthe structureof the generatestsystemT consid-
ered in the last section will be changed in the following way.

| Test- Device Test- Compressed
C. pattern |. |under |. |response . | response
generator test COMPpression evaluation
(1) (m) (r) (r)

In this figure, the right componen{r) from the original picture T hasbeenchangednto a
similar device(r'). The new device,however,doesnot evaluatethe completetestresponse
sequences but only the result of some data compression. This compneisieperformed
by the completelynew componen{(r" ) which is not containedn the figure T but which is
now directly connected to the output lines of the DUT.

The responsealatacompressiorcan be performedeither serially, or in parallel, or in any
'mixed'manner.A purely parallelcompressioryields a 'global’ value C describingthe com-
plete behaviourof the DUT; sucha methodshouldbe mainly appliedfor ,go — don't go*
tests. On the other hand, if additional informations will be needed for fault localizatioa then
serial compression technique has to be preferred. Using such a methediaicompressed
value C(R) will be generated for any outprgsponsesequencdr; wherei rangeshetweenl
and the number of output lines of the DUT.



2.1. Examples

In the following we will shortly considersomeexamplesof serialdatacompressionsvhich
are sufficiently well studied, and which have been successfully applied in the field.
Let X=(x4,...,%) be somebinary sequenceThen, the sequenceX can be compresseds
follows.
t-1
a) By transition counting: T(X) = S (% A Xi+1) (Hayes, 1976);
i=1
here the symboR" is used to denote the addition modulo 2, but the sum sign must be
interpreted by the usual addition;

b) by syndrome testing ¢r ones counting: t

Sy(X)=S x (Savir, 1980);
i=1

c) by accumulator compression testing:

t k
AX) = SS Xi (Saxena,
k=1i=1 Robinson 1986).

In each one of these cases, we have the ‘compression=xaté(fog n).

The following well-known methods lead even to a constant length of the compressed value:

d) theparity
t
P(X) :A X,
i=1

where the bigger symbd" is used to denote the repeated addition modulo 2, and
e)thecyclic redundancy checkCRC, for short), performed by a linear feedback shift
register of some fixed length® 1.
Suchdeviceswill be consideredn the next section.Hereit shouldonly be mentionedthat
the parity test is a special case of the CRGferl.

Examplesof paralleland/ormixed datacompressiongan easily be given by extendingthe

methodsdiscussedboveon morethanoneoutputsequenceA purely parallelcompression
is performedby parallelsignatureanalyzersvhich will be shortly mentionedn the conclud-

ing remarks.



2.2. Masking

The datacompressionsonsideredn this field havethe disadvantagef somelossof infor-
mation. In particular, the following situation may occur.

Let us supposehat during the diagnosisof someDUT, any 'expectedsequenceX© will be
changednto a sequenceX dueto any fault F suchthatit holdsX0 1 X. In this case the
fault would be detected by monitoring the complete sequence X.

On the otherhand,after applyingsomedatacompressiorC, it may be thatthe compressed
valuesof the sequencearethe samej.e. C(X9) = C(X). Consequentlythe fault F which is
the causefor the changeof the sequenceéX© into X cannotbe detectedf we only observe
the compression results instead of the uncompressed sequences.

This situationis saidto be masking or aliasing of the fault F by the datacompressiorC.

Obviously,the backgroundof maskingby somedatacompressiommustbe intensivelystud-
ied beforeit canbe appliedin compacttesting.In general the maskingprobability mustbe

computedor al leastestimatedandit shouldbe sufficiently low. Many paperson compact
methods contain such estimations.

Let us considersomeexamplesof maskingby the first four datacompressiongonsidered
above.

For the input sequence

X0=(1,1,0,0,1,0,0,0) , we get T(P) = Sy(X0) =3, P(X°) = 1, and A(>P) = 19.

Now consider the sequence

X=(1,0,0,1,1,0,0,0) , which may be obtainedfrom XO by a fault which has
changedaswell the secondasthe fourth bit (andwhich hasthereforegeneratedh so-called
two bit error).

Obviously,it holds T(X) = Sy(X) =3, P(X) = 1, andthereforethis fault would not be de-
tected by transition counting, syndrome testing, and parity check.

Ontheotherhand,it holdsA(X0) = 17, andthereforethis fault would be detectedy accu-
mulatorcompressionesting.It is somethingmoredifficult to constructa sequenceéX’ such
that X't XO but A(X') = A(X9); an example is the sequence X150,1,0,0,1,1,0)



3. Signature Analysis

In this section,signatureanalyzersare introducedas specialdevicesto performdatacom-
pressions, and their masking properties are studied.

3.1. Basic notions

A generaln-stagesignatureanalyzer(n-SA, for short) is a linear feedbackshift registerS
which is built up in the following way, wherethe symbolsS; are usedto denotememory
elementsandthe symbolsr; for binary multipliers (indicatingthe presenceor absencef a
feedbackconnectiorafterS,; !), i = 1,...,n.Moreover,the symbolA mustbeinterpretecby
a modulo-2 adder, and x and y denote the input and the output of the n-SA, respectively.

-

}I\

An n-SA is said to be degeneratedif it holdsry = 0, and non-degeneratedotherwise.
Moreover the 'extremelydegeneratedi-SA without any feedbackconnection(i.e. r; =0 for
i =0,...,n-1)will bereferredto be the trivial n-SA. In mostcaseshowever,only non-de-
generated SAs will be considered.

For any rél, an n-SA isa deterministidinearautomators = (V, V, V"), i.e. its input space
aswell asits outputspaceis the one-dimensionabector spaceV = {0,1} overthe Galois
field GF(2)), and its space of states is the n-dimensional vector space V

The behaviourof S canbe describedoy usingthe threematricesB=(1 0 ... 0)T (the input
matrix), C=(0 ... 0 1) (the output matrix), and the followaygtem matrix A.

M fno2 - 17 o ]
0 .00
1 00

| F——

00 .10



For any state s=(s..,s,)T of the memory elements S.,S,, and any binary input x, the next
state s', and the output y of the n-SA are then given by the vector equations s'=As+Bx, and
y=Cs. We remark that the states are represented by column vectors which is indicated by the
transposition symbolT,”.
Thebinaryconstants,...,r,_; definingthe feedbackconnectionsanbe regardedasthe co-
efficientsof a polynomialpg which hasthe degreen, andwhichis saidto bethe character-
istic polynomial of the n-SA S

Ps(X) = XN+ XL X2 X,
As we will see later, the masking propertiesof any n-SA S dependwidely on the
Jfactorizationstate“of its characteristipolynomialpg (i. e.,if ps is reduciblethenthey de-
pendon the propertiesof its ,prime factors®, or, if it is irreduciblethenthey dependon its
Lprimitiveness” or ,,non-primitiveness”).

Using the initial stateZERO:=(0,...,0}, the signature S(X) of any binary input sequence
X=(Xq,...,%) is thendefinedasthe final stateof the n-SA S which is reachedaftert steps,
when all elements of the input sequence X have been procBggds, the definition of the

lastkind of datacompressiorpresentedn Section2 is completenow. Therefore,masking

couldberegardedasa specialcaseof the generaldefinition givenin Section2 but we prefer

to formulate the definition here once more explicitely.

Let X beanyresponsealatasequencg@roducedy a deviceundertest,and X0 the sequence
generated by the same test pattern from the corresponding good device.

Then, masking or aliasing (of the fault which causeur deviceto producethe error pat-
tern X instead of the correct sequendd ¥ defined by the conditions

(i) the sequences are different: X1 XO, and

(ii) they produce the same signatu®(X) = S(X0).
Due to thdinearity of SAs, masking occurs if and onlyXf! X0, andS(X+X0%) = ZERO.
Thereforejt is sufficientto consideronly ,error sequences E=XAXO (insteadof all pairs
(X, X9) of erroneousandgood sequencesyndto studytheir ,error masking property“
S(E)=ZERO.
It shouldberemarkedhatthe datacompressiond, Sy, andA definedin Section2, arenot
linear, in general; counterexamples can be obtained by the examples considered above.

3.2. Masking results

Research on masking properties of signature analyzers play an importamtmate/papers
on signatureanalysis.To someextent simplified, this researchcan be divided into three
major directions.

Thefirst oneincludesmoregeneraimaskingresultswhich are basedeitheron the character-
istic polynomial or on other SA properties.



We illustrate this kind of studiesby one example;the following fundamentalresult was
firstly presented in [S]:

M1. Any error sequence E=(g,...,Q) is masked by an SA S if and only if its
~error polynomial“ p g(x) = ext-1+...+q.1x+g is divisible by the characteristic
polynomial pg(x).

The secondlirectionin maskingstudieswhich is representeth mostof the papersconcern-
ing maskingproblems,can be characterizedy ,quantitative” resultsmostly expressedy
somecomputationr estimationsof maskingprobabilities. The following exampleof a re-
sult of this kind hasalreadybeenpresentedn the early papergBCA],[GN] and[F], andit
can be easily obtained (by a counting argument) as a consequence of Smith's Theorem M1.
M2. If we suppose that all error sequences having any fixed length are equally likely

the masking probability of any n-stage SA is not greater than-9.

It is importantto remarkthat the assumptiorof equallikelyhood of error sequences not
realistic,andthereforethe value of this estimationis ratherlow. As Smith haspointedout,
the resultis true evenfor the trivial n-SA (which leadsto the strangecompactmethodto
monitor only the last n bits of any test response sequence).

The third directionin studieson maskingcontains,qualitative” resultsconcerningthe gen-
eral possibility or impossibility of SAsto maskerror sequencesf somespecialtype. Exam-
ples of sucha type (consideredalreadyin [S]) are bursterrors,or sequencesvith fixed
error-sensitive positions.
Traditionally, error sequencebhavingsomefixed weight arealsoregardedassucha special
type, where the weight(E) of some binary sequence E is simply its number of ones.
We will study masking propertiesfor such sequencesvithout restriction of their length.
Some of the results are simple consequences of Smith's theorsomaaf themhavebeen
published earlier (in some cases without any proof).
The first exampleof a result of this kind hasin essencealreadybeenpresentedn [Fr]
(announceget earlierin [GN]) asan big advantageof signatureanalysisagainsttransition
counting.It shouldberemarkedhatthe conditionto be non-trivial hasbeenmentionedonly
by Smith in 1980.
M3. If the SA S is non-trivial then masking of error sequences having the weightby
S isimpossible.

Let us use this ,traditionakesultto divide our furtherdiscussiorof maskingpropertiesnto
two partswith respecto error sequencewhich haveany odd weight, or any evenweight,
respectivelyFirstly we will considererror sequencesf evenweights;this caseis in fact far
less interesting than the other one.



The following property has been conjectured in [L] and proved in [G3].
M4. For any SA S there exists some error sequence E such that w(e)=2, and E is
masked by S.

Applying again Smith's theorem M1, this result is a consequence of the well-knowratact
any polynomialp(x) dividessomebinomialxM+xk wherek < m. It shouldbe remarkedthat
for non-degenerated SAs there is always such a binomial which has thé¥eim x
Obviously,from the resultM4 we candraw the conclusionthat for any SA S andany even
weight €3 2 thereis someerror sequencde suchthat w(E)=e and E is maskedby S. This
means, that masking of even weighted error sequences is possible by any SA.

For errorsequencewith anyoddweight,however thisis not true; cf. the resultM3 above.

Moreover,the next maskingpropertywhich hasbeenobservedalreadyin [D] and [HL],

characterizes a class of SAs which are generally not able to mask such error sequences.

M5. Any SA S cannot mask error sequences having any odd weight if and only if its
characteristic polynomial ps(x) is divisible by the polynomial x+1.

Let S beanyn-SA suchthat (x+1) dividesthe caracteristigpolynomialps(x) (obviously,this

is equivalentto the fact that S containssomeodd numberof feedbackconnections)Then

the result M5 is basedon the decompositiorof S into the ,parity“ 1-SA P which hasthe
characteristigpolynomial x+1, and someother (n-1)-SA S' (cf. [Gi] or [VP] for more de-

tails). In a certainsensethis decompositiorpreserveshe maskingpropertiesjn this special

case the obvious property of the 1-SA P not to be able to mask any odd bit error sequence.
It should be mentioned that some properties of the parity are presented in the paper [C].

By the resultM5, a classificationof signatureanalyzersaccordingto their ability to mask
error sequences of any odd weigth, becomes very easy. Masking of sequéinisagps by
someSA Sis impossibleif andonly if the numberof feedbackconnectionsn S is odd, or,
equivalently,if the numberof termsin the characteristigpolynomialps is even.It shouldbe
mentionedthat sucha classificationof SAs hasbeenalreadyintroducedin [HL] and[L]
where it was basedon observationsabout masking probabilities with respectto error
sequences of some odd weight.

Let us now restrictour main attentionto SAs with someevennumberof feedbackconnec-
tions. It dependswidely on further propertiesof the characteristigpolynomial pg if sucha
SA S can mask some error sequence having any fixed odd weigth u, or not.

Foru=1, asimplecriterionis givenby theresultM3 above— onebit error sequencesanbe
masked only by trivial signature analyzers.

But for anyu 3 3, we do not know sufficient and necessarygonditionswhich describethe
ability of SAs to mask some error sequence E where w(E)=u.



In particular, for u=3, we have the followiogen problem:

P3. Howcan we characterize the class of those SAs which are able to mask
some error sequence E such that w(E)=3 ?

By the result M1, this problem is equivalent to the following open question:

P3'. When does a polynomial of the form %tr,_;x"-1+...+r x+1 divide
some trinomial X6+xK+1, where 1 < K < G, over the field GF(2p

Let us now present some weaker results related to the problem P3.

M6. The following conditions aresufficient that for any n-SA Sthere issome masked

error sequence E such that w(E)=3:

a) the characteristic polynomial of S is

1. some power P of a primitive polynomial p which has a degree & 2, where €31,

2. the product qgr of two primitive polynomials of degrees k, m such that k, n¥ 2,
and their exponents 2-1 and 2"-1 do not have any common divisor d 4

b) there are at least 2-1+1 states which are ,0-successors" of the ,unit state”
$;=(1 0 ... O (i.e. they are states of the fornk(#,) for some R1);

c)thestate{ 1 ... 1)T is a ,0-successor” of §

Remark: Theseresults,in particularb) andc) are mucheasierto understancandto prove
usingthe graphtheoreticconceptspresentedn Section3.3. We will discussthem later in
that section.

Onthe otherhand,therearealsosufficentconditionsfor theinability of SAsto masksome
error sequenceavhich has,more generally,any fixed odd weight. Here, the family of SAs

V5 which haveany evenlenght2k 2 4, andwhich are,,complete(i.e., thereare feedback
connections into all memory elements ), play an imortant role.

M7. If for any k>1, the characteristic polynomial of any SA is some product §2k
including the ,complete* 2k-degree polynomial (x) = x2K+x2k-1+_ +x2+x+1 then
it cannot maskany error sequence E such that w(E) is odd, andflw(E) £ 2k-1.

As a consequence of the result M1, we krbattherearemaskederror sequencewith the
weight 2k+1, for the 2k-SAs ) itself (e.g., their characteristic polynomialg)v

It shouldbe of someinterestto observethat thereare quite different factorizationsof the
polynomialsvyy, for k 3 2. For examplethe polynomialsv,,, vig, andv,g areirreducible;
Voo, Vog areproductsof two factors;vs, of four, andvyq of six (all the primitive degrees
polynomials!).
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Obviously, v, is the only primitive polynomial of this kind; none of the other irreducible
polynomials y (k3 2) can be primitive because it holds (x}) = x2k+1+1.

Furthermorethe next statemengives a connectionbetweendifferent odd weights, it fol-
lows easily from the result M4 above.

M8. If for any odd integer u there is some masked error sequence having the odd
weight u then there are also masked error sequences with any other odd weight
v>Uu.

Similarly to P3 but moregeneraltherearealsoproblemsPu'regardingthe otherodd num-
bersu =5, 7,...; they consistin describingnecessanandsufficient conditionsfor signature
analyzers to be able tnasksomeerror sequencé& whereu is the exactweightw(E) of the
sequence E.

By the propertyM8, the following connectionbetweerntheseproblemsis given. For any n-
SA S which hassomeevennumberof feedbackconnectionsthereis a odd numberug 3 3,
suchthat thereare sequencesaskedby S which havesomeweight which is not lessthan
Ug, but S is not able to mask some error sequence E such that w(E) is odd, and gv(E) < u

Therefore, the problems mentioned above can be slightly reformulated now, u =5, 7,...:

'Pu’: How can SAs be characterized which are able to mask some odd weight error
sequence E if and only if w(E} u ?

11



3.3. Graph theoretic concepts

Now we introduce some types of graphs which are connected witar&i¢hich areuseful

to express results on masking by the corresponding SAs.

Let S beanyn-SA, andA its systemmatrix. ThenS canberepresentetby a directedgraph

Gs=(VN, EOEEY), whichis saidto bethe register graph. In this graph,the verticesarethe

statesof the SA S, andthe ,0-edges“from EO aswell asthe ,1-edges“from E1, respec-

tively, are pairs (s,s') of statessuchthat s'=As(i.e. s'is the immediate0-successoof the

state s), or s'=As+B (i.e. s' is the immediat®uccessor of s), respectively.

The following property is an easy consequence of definitions given above.

GO0. Any error sequence which is masked by some SA S defines a uniquely determined
path starting and ending in the state ZERO of the register graph G

Moreover,the autonomousgraph of any SA S is simply definedas the subgraphof the
register graph Gwhich contains only the 0-edgess=(V", EO).

If Sis non-degenerateithenthe autonomougraphAg consistsof somecycles.In anycase,
thezero cycle G which consists only ahe stateZERO andits relatedzeroedgewhichis a
loop, andthe unit cycle C, includingthe ,unit state“(1,0...,0f (wherethe oneis storedin

the first memory element § are special components of the gragh A

To illustrate thesenotionsby exampleswe presenthe registergraphandthe autonomous
graphfor the ,complete*4-SA V4 (we recall that x4+x3+x2+x+1 is the characteristigoly-
nomial of this SA) wheréhe statesarepresentedn the hexadecimasystemthe 0-edgesare
drawn by thick lines, and tHeedges ofsy, are drawn by dotted lines, respectively.

Register graph Gy, Autonomous graph A,

12



In generalthe structureof the remainingcomponent®f the autonomougraphAg depends
widely on the characteristipolynomialof the SA. We presentereonly somespecialprop-
erties; more results and proofs can be found in [Gi], and [VP], for example.

GL1. If the characteristic polynomial ps of any n-SA S is irreducible then its autono-
mous graph Ag consists of the zero cycle £and k other cycles where all of them
have the same length |, and it holds-k= 2" —1. If, in particular, p sis primitive
then the unit cycle G contains all the 22 -1 non-zero states (i.e. k¥).

If any SA S hasa reduciblecharacteristiqgpolynomial ps then a first rough ideaaboutthe
structureof the autonomougraphAs canbe obtainedusingthe ,factor polynomials“which
are presentin the decompositiorof S. This can be doneusing the notion of the cycle set
which containsinformationson the numberof cyclesandtheir lengthes.The definition and
further properties of cycle sets can be found in [Gi], [L], and [VP].
With regardto our problemof maskingof odd weighterror sequenceby any non-degener-
atedSA S, it is importantto know how the cyclesof Ag are connectedoy 1-edgesof the
registergraphGs, from the following reasonWhile S is processinga subsequencef zero
bits from any error sequencé, it will remainin the samecycle. Only by the input bit 1, it
can be moved into another cycle. To geescriptionwhichis far lesscomplicatedhanthat
oneby theratherlargeregistergraphswe now suppresshe statetransitionsresultingfrom
O-inputs which are nassentialvith respecto the maskingproblem.We observehowever,
all the possibletransitionsbetweencycleswhich are causedby 1-inputs. This leadsto the
following definition which is restrictedhereto non-degenerate8As (cf. [He], [L], or [VP]
for more details, and the latter reference for the general case).
Let S be any n-stageSA. Thenthe transition graph Tgs consistsof the setof all cyclesof
the autonomougraphAs asits vertex set, and of the edgeset specifiedas follows. Two
cyclesC, C' areconnectedy anedge(C,C") if andonly if therearestatessin C ands'in C'
such that the ordered pair (s,s') islaedge in the register graphs@onsidered above.
The following property of transition graphs is not difficult to prove ([VP]).
G2. The transition graph Tsis strongly connected for any SA S, and its edge relation
is always symmetric.

As an example,we presentthe transition
graphof the 4-SAV, Dueto the symme-
try mentionedabove,all edgesare drawn
without directions.

The cycles C; are namedby their least
memberi, i =0, 1, 2, 7. Eachone of the
cycles C;, C,, and C; consistsof five
states becausethe characteristicpolyno-
mial v4 is irreducible (cf. the result G1
above).
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It shouldbe notedthatgraphsof this kind (undirectedoneswhich may containsomeloops)
are usually not consideredn graphtheory.For our backgroundn maskingof odd weight
sequences, however, some of these loops can be very important.

Our knowledgeaboutfurther generalpropertiesof transitiongraphsis ratherlow. For any
registerlengthn suchthat6 £ n £ 15, it is mostly basedon resultsof rathersimple simula-
tion programs.lt should be of someinterestto developmore efficient LFSR simulation
algorithms to obtain further and better simulation results.

It must be mentionedherethat one theorem(Satz 31, concerningisomorphismsbetween
transitiongraphs)publishedin the book [VP] hasbeendisprovedby one of the very first

running simulation programs!By the simulationsbasedon this programwe realizedthat
therearedifferent productsof irreduciblepolynomialsof the degrees3 and6 which leadto

non-isomorphictransition graphsof the resulting 9-SAs. (In fact, the first of this graphs
contains a loop on the unit cycle but titeeronedoesnot.) Fortunately the theoremcould

be savedbut only in a considerablyweakerform (the preconditionamustbe similar to the

formulation in the result M6a2 stated above).

To give precise notions of such special properties mentioned above, we canhaadiegth
d(Tg) of the transitiongraphby the maximallevel of its nodes,andthe breadth b(Ts) by
the maximal cardinality of all setswhich include all the nodeswhich havethe samelevel.
Here,thelevel (C,,) of anynodeC,, is simply its distance(which is definedin the usual
way) from the zero cycleCFor anySA, the unit cycle C; is obviouslythe only nodeof the
transition graph $which has the levdl.

It follows immediatelyfrom the propertyG1 thatd(Ts) = b(Ts) = 1 for anyn-SA S if its
characteristic polynomialqas primitive. Therefore the numberl is a 'tight' lower boundfor
d(Ts) as well as for b(3) which occurs infinitely often.

Onthe otherhand,it shouldbe of someinterestto find generalnontrivial upperboundsof
d(Ts) andof b(Tg) in termsof the registerlength.For two specialtypesof SAs, which are
closely related,the following simple estimationsof d(Ts) have beenstatedin [Pl], using
notions and methods from combinatorics (in particular, Polya Theory).
G3 a) d(Ts) = n+1 if S is the ,simple“ n-SA such that g (x) = xXN+1;

b) d(Tg) = m+1 if S =Vo, is the ,complete” 2m-SA such that g =von.

Now we returnto our maskingproblem.The following propertyis a simple consequence

from the result GO, and from the definition of the transition graph.

GO'. Any error sequence E can be masked by any SA S if and only if there is a path
which has exactly the length w(E), and which begins and ends in the zero cycle, in
the transition graph Ts.
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Obviously,if the weightw(E) of a maskederror sequencés a odd numberthenat leastone
edgeof sucha pathin the transitiongraph Tg must connecttwo nodeshaving the same
level. In generalanedge(Ci, Cy) belongingto Ts wherel(C;) = I(Cy), is saidto bea cross-
edge Moreover,the uniquelevel of thetwo cyclesconnectedy somecross-edge will be
said to behe level of the cross-edge (@(c), for short).

Let now theintegeru be someodd number,andu 2 3, andlet usreturnto the generalprob-

lem 'Pu’ considered in Section 3.2, where we asked for conditions about SAs S such that
(i) there is some error sequence E such that w(E)=u, and E is masked by &nd

(i) masking of any error sequences E by S is impossible if w(E) is odd, and w(E) < u.

Usingthe notion of a cross-edgewe caneasilyseethatthe existenceof a cross-edg®n the
level k=(u-1)/2 in the transition graphslimplies the condition (i).

Moreover, it is easy to prove the following result.
G4. The fact that k=(u-1)/2 is the lowest level in § where a cross-edge exists,
is equivalent to the validity of the conditions (i) and (ii).

Therefore,it is importantto searchfor the first (lowest-level)occurenceof cross-edges
transition graphs.

In particular,we haveto considerthelevel 1, if u=3. As statedabove,on this level thereis
the unit cycleonly. Therefore a cross-edg®n this level mustbe a loop. Using this fact, we
can state a third equivalent form of the problem P3 from Section 3.2.

P3". When does the transition graph & contain a loop on its first level ?

Now we cangive someremarkswith respecto the proof of theresultM6 statedin the last
section. If there are at lea&t1+1 statesn the unit cycle C; of anyn-SA, thena cross-edge
mustexist there, this follows by a simple statecountingargument.But this is true, in par-
ticular, for SAs S wherethe characteristigpolynomial ps is primitive. In this case,ps is a
divisor of some trinomial (cf. P1' above), and it can be shown that this dod®l$or any
power of . A proof of this statement as well as a proof for the ré86k2 canbe foundin
the book [PV], pp.150-152.

Let, finally, the states* = (1 1 ... 1)T belongto the unit cycle C; in the autonomougraph
As. We cansupposéhat S hassomeevennumberof feedbackconnectionsTherefore, the
0-successor of‘ss the statel(1 ... 1 0)T, and,consequentlys* is its own 1-successomBut
this implies that there is a loop on Caused by th&-edge (3, s) in Gs.
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For any integer R 2, cross-edges on the level k may be lcagpsell as'ordinary'edgeq(cf.

the exanple above),andthey canoccuron differentlocationsinsidethe transitiongraphTs.

With respectto our odd-weightmaskingproblem,however,the levels of cross-edgesre
muchmore interestingthantheir exactposition (with respecto the breadth for example).
This can be expressedy the introductionof a fourth SA graphtype which is somemore
reduced with respect of its size.

The reduced transition graph (RTG, for short) Rg of someSA S containsall the levels
Lo,.L1,.Lo,...,Ly Of the transitiongraph Ts, asits nodes.Edgesof the RTG are all the
orderedpairs (L, Li+1) wherei= 1,..., r=1, at first. Moreover, further edgesmay occur
which areloops;aloop (Li, Lj) mustbeincludedif andonly if thereis somecross-edge in
the transition graphdsuch that I(c) = 1.

The general structure of any RTG can be described by some ,dradd~—X— . . . —X,
whereX= 1 must be interpreted by a node without loop, Ard is a node with a loop.
Obviuosly, it holds R, = 1—1—0 where the 4-SA Yis our example considered above.

In generalwe obtainfrom the result G4 that the maskingproblem'Pu'is obviously equiva-
lentto the problemto find sufficientandnecessargonditionsof SAs suchthatthefirst (i.e.
lowest-level ) loop is located exactly at the level k A2, in their RTG.
This means that the RTGsRf such a signature analyzer S must have the following form
1—1— ... —1—0—X—...—X.
L exactly k ones
In particular,we cannow statea further descriptionof the openproblemP3in termsof the
reduced transition graphs.
P3". When has the reduced transition graphRgs of any n-SA S the form
1—0—X—...—X?

On the other hand, a more generalproblem causedby RTGs is the following question.
Whichtypesof ,binary patterns®can be in fact generatedby signatureanalyzersas their
reducedransitiongraphs?This problemis widely open;somefirst simulationresultscanbe
found in the conference paper [Vo].

4. Concluding remarks

1. The important problem of the computatmmestimationof maskingprobabilitieshasonly
beenmentionedsometimesin this report. An usefulframeworkfor suchproblemscould be
given by a further kind of graphsconnectedvith SAs, the so called weighted transition
graph Ws. This graphis simply the transitiongraphTs introducedabovebut now againre-
garded to be a directed one, and, moreover, it contains an additional edge weight function.
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More precicely, ife=(G, Cy) is someedgeof Ts thenits weightwill be givenby the fraction
w(e)=c/m.In this fraction,the enumeratoc is the numberof all 1-edgedeadingfrom states
which belong tdhe cycle C; to suchstatesbelongingto the cycle Cy, while the denominator

m is simply the total numberof all statesincludedin the cycle C; which is the origin of the
edge e.

The edgeweightw((C;, Cy)) will thenbe interpretedasthe probabilityto reachthe nodeCy

by one 1-step’ which starts on the node The reference [HL] can be used as an example of
an application of this concept to calculate masking probabilities.

To illustratethis notion, we includeto the
right the weightedtransitiongraphof the
‘complete’ 4-SA'Y

As mentioned above, komparisorto the
transition graph given in Section3.3, all
edgeshavebeen'redrawn'with their ori-
ginal directions,andthe edgeweightsare
represented by decimal fractions.

We remarkthat also (asthe definitely last graphtypeconsideredh this report) a 'weighted
reducedtransitiongraph'may be introducedwhich is a simple combinationof the reduced
and the weighted transition graph, respectively.

2. In this report,we restrictedour attentiononly to LFSRsbut alsootherlinear devicesare
commonlyconsideredasgenerator®f signature-likedatacompressionsrhe following lin-

earautomatons well known asa division circuit, andit is appliedespeciallyin codingthe-
ory (cf. [PW], for example).On the other hand, there are also applicationsin signature
analysis;somebasic properties,and the relationsbetweertheseautomataand LFSRs are
studiedin [VP]. Moreover,it shouldbe mentionedthat also (so-called,hybrid“) combina-
tions of these types are considered in some references (e.g. [HI], [WM]).
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3. Finally, let us shortly considertwo of the parallel versionsof signatureanalyzers.Such
deviceshavebeenintroducedasa built-in self-testtool in [KMZ]. We alreadymentionedn

Section 2 that such automata can be applied to perform a parallel data compression.
For ,serial signatureanlyzers”the two types consideredso far are completelyequivalent
with respectto their maskingproperties.There are considerablaifferences however,be-
tweenthe kinds of parallel SAs shownbelow, alreadywith respectto the maskingof odd-
weight error sequences (cf. [VP], p.176).
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