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ABSTRACT

As high speednetworksare startingto provide guaranteegerformanceservice,it
is imperative to revise fault recoverytechniquesto supportthis new service. In this
paper we investigateone aspectof fault recovery in this context, the rerouting of
guaranteegerformanceconnectionsaffectedby link faults in the network. Recoveryis
achievedby reroutingthe affectedconnectionso asto avoid the failed link while ensur-
ing that the traf®c and performanceguaranteesnade along the previous route are
satis®e@longthe newroute. The goal of the reroutingschemess to rerouteas much of
the affectedtraf®cas quickly andef®cientlyaspossible. We investigatereroutingalong
thelines of two orthogonalcomponentsthe locusof reroute which determineghe node
that doesroute selectionand the new route selected;and the timing componentwhich
determinesvhenthe individual rerouteattemptsareinitiated. Within eachof thesetwo
componentsve examineapproacheshatspanthe spectrunof thatcomponent.We com-
pare all possiblecombinationsof theseapproacheaunder a cross-sectiorof network
workloads,usingin our comparisong novel metric, the QueuingDelay Load Index that
capturesboth the bandwidthand delay resourcesrequiredby a connection.Extensive
simulationexperimentsvere conductecn the variouscombinationsaandtheir resultsand
analysisarepresentedn the paper.
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1. Introduction

The needfor guaranteegherformanceservicecommunicatiorin the emerginghigh-speedgacket/cell
switchednetworkshashbeenwidely recognizedin researchand industry[23]. This is usually de®nedas
communicatiorwith boundson performanceparametersuchasbandwidth,delay,jitter, andlossrates. A
signi®cantamountof work hasbeendoneto investigateways of providing suchservicesin packet/cell
switchedstore-and-forwaraetworks[1, 2, 3, 4]. While manyinvestigatorshaveproposedsolutionsto the
aboveproblem, all thesesolutionspresumeadequatefault-free servicefrom the underlying network, in
orderto provide the guaranteeslt is impossibleto build networkswhich perform perfectly and meetall
serviceguaranteesinderall fault conditions;thereforeit is of paramountmportanceto incorporatefault

recoveryinto guaranteederviceschemes.

While fault recovery for generalcomputerand telecommunicationsietworks has long beenan
importanttopic of researchye havenot comeacrossany literaturedescribingresearchhat extendthis all
importantfeatureto guaranteegerformanceservicenetworks.This is probablydueto the fact that such
serviceshave beenvery recently implemented,and high level managementunctionalitieshave not yet
beenconsidered.However,the basicideasbehindguaranteegerformancecommunicatiorhave crystal-
lized to the point whereit is feasibleto modelthe mechanismsvhich provide suchservicesabstractly,in
order to designfault recoveryand other schemeswhich would work with any guaranteecperformance

communicatiorscheme.

This paperexaminegeroutingtechniquegoneaspecf fault recovery)which canbe usedto restore
guaranteegberformanceconnectionsusingthe remainingcapacityof the network, after the occurrenceof
alink fault. We assumehe existenceof redundantonnectivity(multiple pathsbetweenany hostpairs)in
the network. We investigatereroutingtechniquedy identifying two importantorthogonalcomponentor
dimensionsalongwhich all reroutingschemeganbe classi®edT he investigationexaminegheimportance
of the componentaswell ascomparespeci®schemeslongthosedimensionsjn termsof a numberof
performancedndiceswhich quantify the speedand ef®ciencyof the recoveryprocessThe objectiveis to
identify techniqueswhich allow connectionswith performanceguaranteeso be restoredef®cientlyand

quickly afterthe occurrenceof alink fault.

The paperis organizedasfollows. In the nextsection,Section2, we look at relatedwork in the area
of fault managemenfior guaranteegerformanceservicecommunicationWe notethatthereis anabsence
of previousresearctinto providingfault recoveryfor guaranteegherformanceconnectionsln Section3 we
motivatethe investigationby consideringwhy recoveryis desirable We de®nehe communicatiormodel,

fault modelandrecoverymodelin Section4. In Section5 we discussour experimentatlesignanddescribe
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a new load index. We presentand analyzeour resultsin Section6. Finally we summarizeour resultsand

mentiondirectionsfor futureresearchn Section7.

2. RelatedWork

Severalapproachego the problem of providing guaranteedberformanceservice communication
havebeenproposedFor reasonsof brevity we will mentionjust a few of the well known solutions. [1]
describeshe approactof the Tenetgroup! to providesucha servicein a heterogeneousiternetwork.This
approachis basedon a generalparameterizealient-networkinterfaceto specify traf®cdescriptionsand
performanceequirements.Our work builds on the Tenetapproachthatwill be describedn greaterdetail
in Section4. [2] proposedividing delay sensitivecommunicationinto predictiveserviceandguaranteed
serviceclasses.The guaranteederviceclassis similar to that of the Tenetapproachhowever,the predic-
tive serviceclassdoesnot meetour de®nitionof guaranteedervicecommunicatiomasthe servicevaries
with the networkload. The SessiorReservatiorProtocol(SRP)[3] providesdeterministicguaranteesnd
is basedon anapproactsimilar to thatof Tenet.The Asynchronouslime Sharing(ATS) [4] approactpro-
videsa ®xedmenuof Quality-of-serviceclassesfrom which the client canchooseonewhich matcheshis
performanceand traf®c needs. The HeidelbergResourceand Administration Technique(HeiRAT) [5]
usesthe StreamProtocolversion-1lto reservebandwidthanddelayresourcesor unicastandmulticastcon-

nections.

All theseschemesharetwo commonpropertiesFirst, the networkneedso know aboutandimpose
restrictionson the traf®cthat canbe sentby clientsand,secondjt needso maintaininformationaboutthe
performanceequirement®f eachguaranteederviceconnectiorexistingin the network, perhapsncoded
in theform of servicepriority. Thesetwo propertiesare usedto examineeachnew connectiorbeforeit is
acceptedto ensurethat the performanceguaranteegrovided to any existing connectionsmay not be
violatedbecausef this new connectionFailurerecoveryis not supportedn any of the schemegpresented
above. However,their fundamentabkimilarity leadusto believethat mostof the conclusionsof this paper

couldapplyto designingfault recoveryschemedor mostguaranteedervicecommunicatiometworks.

Faultrecoveryhasbeenstudiedunderthe contextof telecommunicatiometworksand conventional
datanetworks. [6] presentgheissuesof fault recoveryin telecommunicatiometworksagainsta four layer
model of the transportnetwork: the switchedlayer, the cross-connectayer, the multiplex layer and the

physical layer. The highesttwo layers are of the most interest. At the switched layer the units of

1 At the University of Californiaandthe InternationalComputerSciencdnstituteat Berkeley
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communicatiorandrecoveryarecalls. The switchesof this layer useroutingtablesto routenewcalls. The
recoveryactiontakenat this layer is to simply updatethe routing databaséo correctly route calls around
the fault in the network[7, 8]. Existing calls are lost and haveto be redialedby the end systemsAt the
cross-connectayer the units of communicatioraretrunks,suchasDS1or DS3links, which in turn appear
asthelinks of the nexthigherlayer (the switchedayer). Theseconnectiondave®xedbandwidthrequire-
mentsand the recoveryactionis to recomputethe network stateinformation aswell as rerouteaffected
trunkson the remainingnetwork so asto meetthe bandwidthrequirementof the ows. Techniquesused
include pre-computing(e.g. solving integer ow problemsto ®nd near optimal solutions)and storing
con®gurationfor all or a subsedf failure stateq9, 10, 11], andrunningdynamicdistributedalgorithmsto

®ndshortroutes[12, 13,14, 15]

Fault recoveryin conventionaldata networksis usually concernedwith recomputingthe routing
information so as to correctly route new data. In the Internet, the network layer protocol (IP) is
connection-lessso updatingrouting tablesto re ect the changednetwork stateis suf®cientto maintain
connectivity[16]. While no performanceguaranteeare given,the protocolsattemptto reducecongestion
and network instabilities by cooperationbetweenthe routers[17, 18]. AN1 [19] from DEC SRCis a
packetswitchedlocal areanetworkdesignedor high survivability. On the detectionof networkfault, the
switchesrun a distributedalgorithmwhich computeghe new topologyandsetsthe routing tables.Datais
not forwarded during route computation. AN2 is an ATM basedconnectionorientedLAN still in the
designstageat DEC. The basictechniquein AN2 is to stopdataforwardingandperformthe networkstate
acquisitionandrouting table computation After that, reconnectiorof affectedcircuitsis triggeredby the

arrival of the®rstdatapacketsandusesthe newroutinginformationto bypasghefault.

3. Motivation.

While fault recoveryis importantfor telecommunicationsetworksandbest-effortdatanetworks,it
is apparentthat in the context of guaranteedperformanceservice communicationsthe needfor such
schemess evengreater.Sincethe applicationsare sensitiveto performancedegradationsinterruptionof

serviceis all themoreundesirable.

Faultrecoveryin a guaranteegerformanceservicenetworkis different from thatin a conventional
datanetwork becauseahe goalsare different. Sincethe datadelivery at the networklayer of conventional
datanetworksdoesnot have performancebounds,recoveryschemeslo not haveto worry aboutstrictly
controlling the resourcestatewithin the network. Ratherthe focus of suchschemess on maintainingthe

existenceof a"good" routebetweeranytwo pointsin the network.As aresult,only the routing statewhich
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governsthe selectionof future routesis changedThereis usually no other stateto changesincethe net-
works are typically connectionlessin contrast,the fault recoveryin telecommunicatiometworks,espe-
cially at the cross-conneclayer, showsmuch of the samerequirementsasfor a guaranteegerformance
servicenetwork. The network statecontainsinformationaboutthe bandwidthrequirementsof eachof the
call groups,which mustbe preservedduring the recovery.In addition, the call groupsthemselvegollow
stableroutes,which are changedduring recoveryif the fault affectsthe route. The differencelies in the
fact thatfor the cross-conneclayer, all the ows haveonly bandwidthinformationassociatedvith them,
and belong to a few limited classes(such as DS1 or DS3). In a guaranteedservice network, the
connection'sraf®cspeci®catiomndperformancaequirementgovera muchlargernumberof parameters
andtheseconnectionsannotbe classi®ednto a smallnumberof classesThusthe techniquesisedin the
telecommunicatiometworksuchassolving linear programmingproblemsor pre-computingcon®gurations

for eachnetworkstatearenotfeasible.

Fault recovery can be divided into the tasks of detection,instigation, rerouting and restorative
recon®guratiofi6]. In our opinion, the mostdif®cult problemsof failure recoveryoccurin the rerouting
task.Our work will focuson thereroutingtask.Reroutinghastwo aspectsvhich are sensitiveto time, and
henceare of interestin the contextof guaranteegberformanceservicecommunicationOneis the calcula-
tion and disseminationof new routing information which takesthe fault into account,so that new and
reroutedconnectionscan be routed aroundthe failed component.The other is the initiation of reroutes
which moveaffectedconnectiondrom the failed componento otherrouteswhich cancontinueto support
the connectionsThe ®rstaspectis very similar to operationghataredonein a best-effortdatanetwork,or
for the switchedlayer of the telecommunicatiometwork, and the readeris referredto [16, 7] for more

details.This paperfocuseson the secondaspect.

A simpleway to dealwith reroutingis to calculateanddisseminatenew routinginformationto guide
the routing of new connectionsandtear down all the affectedconnectionsThe applicationswould then
notice the failure and attemptto reconnect.This reconnectionwould follow a different route, since the
routing information hasbeenupdated and avoid the failure. This solution,while simpleandelegant,has
the problemof causinghumanend usersto be involved in the recoveryaction,leadingto slow recovery
and dissatisfactionAlternatively the recoveryaction might be built into the applicationsoftware,making

theapplicationmorecomplex.

A more compellingargumentagainstapplicationinitiated recoveryis that after a fault all affected
applicationswill attemptreroutingwithin a small time interval, especiallyif they haverequirementgor

quick recovery. Thus all affected connectionswill competefor resourcesduring the rerouting phase,
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causingroute collisiong, which lead to lower succesgates.If the reroutesare controlled (in terms of

reroutestartingtime androute selection)suchthat they preventcompetitionthentherewill be highersuc-
cessrates.This kind of cooperatioris not possibleat the applicationlevel, sincenetwork stateinformation
is not availableto the application. In addition,muchadvantageanbe gainedby reusingcommonportions
of the route,sincethe stateinformationis alreadypresent. This network stateinformationis not available
at the applicationlevel. Over the commonportion of the route,we alreadyhaveresourceseservedsothat
therewill belesslikelihood of route collisionsdueto the reroute.In addition,someschemegnay makeit

possibleto exchangenessagesnly overthe new portion of theroute,makingreroutingfaster. Finally, the
lower the level at which reroutingis performed ,the fasterthe responself all the reroutingactioncanbe
performedon the nodesadjacentto the failed componentyrecoverywill be fastest. On the otherhand,if

theinformationaboutthefailure hasto be presentedo the applicationlevel, a certainamountof lag cannot

beavoided.

A scheméor reroutingconnectionswithin the network could alsobe usedto movetraf®coff a link
with high errorrate.In this case whenthe errorratefor alink approachetheerrorrateboundsspeci®edn
the performancerequirementof the connection the connectioncould be reroutedbefore the application
noticesa problem. Only the fault detectionmechanisnwould needto be changedo introducethis service.
Thusthereare strongreasongo believethat placingrecoveryintelligencewithin the network(andmaking

theapplicationssimpleanddumb)is the correctdesigndecision.

4. Model.

In this sectionwe presentour networkmodel:the modelof the guaranteegerformanceserviceand
the basic schemefor datadelivery and resourcereservationwhich makesthis servicepossible;the pro-
posedmodelof thefault recoveryschemeto addrecoverabilityto sucha network;andthe underlyingsup-
port mechanismghat we assumefrom the network. We make and justify somedesigndecisionsin the

choiceof thefault recovery model,butleaveothercomponent®penfor experimentation.

4.1. The TenetScheme

In the TenetSchemea guaranteegerformanceserviceconnection(a.k.a.a real-time channe) is a
communicationabstractionthat de®negeal-time communicatiorservicesassociatedvith traf®cand per-

formanceparametersn a packet-switchedetwork[1]. A channel'sreal-timetraf®cis characterizedby the

2 Routecollisionsarediscussedn detailin Section4.2.
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following parametersX i, the minimum packetinter-arrivaltime, X,,., the averagepacketinter-arrival
time overanaveragingnterval, |, theaveragingnterval,and, S, the maximumpacketsize. The perfor-
mancerequirementsavailableto a channelare: D,the maximumdelay permissiblefrom the sourceto the
destination,J, the maximumdelayjitter3, Z, the probability that the delay of the packetis smallerthanthe
delay bound,and, W, the buffer over ow probability. A channelis establishedeforedatatransfer.This
channelestablishments achieved,n the following manner:a real-timeclient speci®ests traf®ccharac-
teristicsand end-to-endperformancerequirementgo the network; the network determineghe most suit-
ableroutefor a channelwith thesetraf®ccharacteristicand performancerequirementsit thentranslates
the end-to-endparametersnto local parametersat eachnode,and attemptsto reservegesourcest these
nodesaccordingly.This establishmenattemptis accomplishedn two passedi.e. the roundtrip from the
sourcehostto the destinationhost). Along the forward pass,enoughresourcesare reservedat eachlocal
nodesuchthata resourcede®ciencyat a later nodealongthe pathcanbe accommodatedrhis may cause
theresourceeservatioron the forward passto be higherthanthe minimumrequiredto meetthe endto end
performancaequirementsAt the destinatiomode,if the resultingend-to-endoerformancedoesnot meet
the requirementsthe channelis rejected. Otherwise,along the reversepassthe reservedresourcesare
relaxedsuchthat resourcereservationse ect the exacttraf®cand performancerequirementof the con-

nection.

The Tenetalgorithmsor admissiongests,which are basedon the servicedisciplinein the nodesand
thetraf®cmodel,areusedto determinewhethera nodehassuf®cientesourceso accommodata channel
requestDuring the datatransferphasethelocal performanceequirement®f eachpacketaremetusingthe
appropriateschedulingand rate control, thereby satisfying the client speci®edend-to-endperformance
guaranteesWhile many servicedisciplines(subjectto speci®edonstraintd20]) canbe employedin the
Tenetframework,in this work we havechoserRateControlledStaticPriority (RCSP)queuingasit decou-
plesthe bandwidthanddelayresourcesvhile providing simpli®edadmissionsontroltests. An overviewof

RCSPis presentedbelow. A detaileddescriptioncanbefoundin [22].

4.1.1. Rate Controlled Static Priority Queuingand Admission Control

The RCSPservicediscipline can be thoughtof as logically consistingof a rate controller and a
scheduler.The rate controller takesthe input from the network and ensuresthat all sourcesobey their

traf®cdescription If atany point a packetviolatesits traf®cdescription this packetis consideredo have

3 Jitteris de®nedisthedifferencebetweerthe delaysexperiencedby anytwo packetson the sameconnection.
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arrivedtoo early and held until suchtime that its traf®cdescriptionis not violated. The packetsare then
passedon to the schedulerwhich maintainsseverallevels or priorities and servespacketsFirst-Come-
First-Serve(FCFS)within eachpriority startingat the highestpriority level queueat which packetsare
waiting and ending at the Non-Real-Timequeue. Packetsin the Non-Real-Timequeueare only served
after the lowestlevel RCSPqueue'spacketshavebeenserved. The separatiorof the rate controllerand

thescheduleprovidesthe decouplingof the bandwidthanddelayresources.

In orderto provide guaranteecperformanceservicecommunicationin a network of serverswith
RCSPscheduling the following admissioncontrol test needsto be performedduring channelestablish-
ment. For a requestwith the traf®c speci®cation(X min, Xave |, Smax) @and a delay bound requirementD,
(whereD,D,,D5,,..,D, arethedelaysassociatedvith eachof thel priority levelsin the switch),if for all
priority levelsp greaterthanor equalto k:

i=c, Dp Dp

* Smax + X * Smax t SmaxpEDp * L 1)
min

=1 Kmin
thenthe new channelcan be acceptedat the priority level k). ¢, is the currentnumberof channelsat or
abovethe priority level p, X, is the minimuminterarrivaltime of packetscorrespondindo the jth con-
nectionat that priority level, S,.xp IS the largestpacketsize that canbe transmittedover the link, andL is

thelink speed.

Thetestensureghatat anylevel p, whena packetarrives,the maximumamountof time thatit could
possiblywait beforeit canbe sentout is boundedby the delayboundD,, correspondingdo thatlevel. This
boundmusttakeinto accountany packetsat the samelevel which could be therebeforethe packetarrived,
andany packetswhich could comein at any higherlevel beforeit is sentout. Thusanytime a channelis
addedto level k ata node,we haveto ensurethatfor anylevelp 3 k (i.e equalor lower priority levels),the
amountof work (in termsof transmissiortime of the packet)which cancomein duringatime periodD,, is
lessthanD,,. In otherwords, addinga channelat level k addsa certainamountof work to all equaland
lower priority levelsp 3 k. The admissioncontrol testsensurethat the total work at any level p doesnot
exceedhedelayboundD, for thatlevel, wherework atlevelp is de®neds

= Dy Smax N Shaxp

i
W, = * 2

=1 min,

4.2. The Failure RecoveryModel.

Our modelof fault recoveryis basedon our modelof the schemeausedto provide guaranteegberfor-
manceservice.In this sectionwe ®rstde®nehe setof taskswhich needto be performedon the occurrence

of thefault. Thereafteiwe makeandjustify a numberof designdecisionswhich restrictthe solutionspace
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thatwe needto searchfor goodfailure recoveryschemesThis solutionspacede®ne®ur model,sinceall
the possibleschemeswhich can ®t this model are candidatesolutionswhich needto be explored. We
further restrictour search(for this initial study)by choosinga subsetof the component®f reroutingthat
we will examine.We then organizeour searchof the remainingsolution spacealong the lines of two

orthogonaldimensionsr components.

As mentionedin Section3 fault recovery can be divided into the tasksof detection,instigation,
reroutingand restorativerecon®gurationin this work we will investigatethe task of reroutingwhich can
be further subdividedinto route selectionand alternate establishment The route selectionrequiresthe
mostintelligencein the part of the network, sinceoptimal solutionshaveexponentiakcomputationatom-
plexity, andall other solutionsinvolve trade-offsbetweentime and goodnesof the solution. The process
of alternateestablishmentduring which the resourcestatein the networkis changedo re ect thesenew
routes,involvescooperationsincenetworkresourcesnustbe shared. The approacheso reroutingcanbe
broadly classi®edalong three axes: Centralizedvs. Distributed schemesLink rerouting vs End-To-End
rerouting, and Pre-computationvs dynamiccomputationof routes In our environment,i.e. guaranteed
performanceserviceconnectionsn integratedhigh-speedyacket-switchedetworks,we believeour most
ef®cientreroutingapproacho be a distributed,dynamiccomputatiorapproachThedistributedapproacthis
bestasit scaleseasily,doesnot presumea reliable centralcontrol unit or a separateeliable control net-
work, and does not introduce the control traf®c congestionand computationalbottleneck generally
observedat the centralcontrollerin centralizedschemes.lt is our expectatiorthatfuture workloadswill be
highly dynamic, especially with the increasedpresenceof multimedia applications,therefore a pre-
computedschemewill not be effective.Hencewe believethatdynamicallycomputedreroutesarethe best

approach.We will compardink andend-to-enderoutingapproachef our experiments.

In our model,fault detectionis performedby the nodeupstreanof the faulty link. This nodereports
thefailure to all othernodesin the networkandinstigatesecoveryof the connectionsaffectedby this fault.
This instigationtakesthe form of areroutemessagevhich is disseminatedo all nodesaffectedby the fault
andprovidesthemwith reroutinginformation. Thetiming andcontentsf the messagasentdepend®nthe
particular rerouting schemewithin this model. The network then performs route computationsand
attemptgo rerouteasmanyof the affectedconnectionsspossible suchthatall reroutedconnectiongneet

theirinitial traf®candperformanceaequirements.

Within this frameworkan in®nitenumberof failure recoveryschemesre possible.The components
of the modelwhich canbevariedto constructvariousrecoveryschemesnclude:the methodusedfor fault

detection;the routing algorithm usedto ®nda new route for a given channel;the mechanismfor co-
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operationbetweenthe variousnodesto sharethe networkresourcesthe timing of the alternateestablish-
ment;the constraintson the route selection;and whetherretriesare performed. For this investigation,we
will focuson the component®f timing andthe constraintof the route selection We ®xor makesimplify-
ing assumptionsboutthe otherfactors.For examplewe do not performretries. The assumptionsiboutthe
fault detectionmechanismsand the choice of the routing algorithm are discussedn the next sectionon

underlyingmechanisms.

We havechosento examinereroutingalong the lines of two orthogonalcomponentsthe locus of
reroute and, reroute timing. The purposeof this work is to determinethe effect that eachof thesecom-
ponentsexerton rerouting. Towardsthat endwe have choseneasily analyzedyet broadly encompassing
instance®f thesecomponentsvith which to examineeachsubspaceThe locusof reroutecomponentndi-
catesthe segmentof the currentroute traversedby the connectionuponwhich a rerouteattemptwill be
made,andthe nodewhich performsrerouteselection. Threelocusof reroutestypesare consideredglobal
reroutes local reroutes andhybrid reroutes With a globalreroute,the pathof the reroutedconnectionis
recalculatedat the sourcenodegiventhe currentnetworkload informationandthe traf®candperformance
characteristic®f the connectionThe currentloadinformationincorporateshe newtopologycausedy the
failed link. Sinceall availableinformationand possibleroutesare consideredthis schemewould tendto
distributeload evenlythroughout the network. With alocal reroute the reroutedconnectiontraverseghe
original routewith the exceptionthatthefailed link is bypassedTheroutecomputations performedby the
nodeupstreanof the failed link, andconsistof ®ndinga new pathfrom this nodeto the nodedownstream
of thefailed link. This pathis combinedwith the unaffectedportionof the old route,removingany redun-
dantlinks or loops.This alternateestablishmenattempthasthe advantagef reusingthe maximumnumber
of previouslyreservedesourcesandin a highly loadednetworkmay havea higherprobability of success
thana globalreroute. Howeverthe route selectionselectionis from a muchsmallersetof alternativesand
is lesslikely to succeedhanthe global reroute.Of courseall of thetraf®cand performancecharacteristics
of the connectiormustbe maintainedafter the reroute. With a hybrid reroute,a local rerouteis attempted
on anaffectedconnectionandif therouteselectionfails a globalrerouteis thenattemptedrom the source
node.lt is expectedhatthis type of rerouteshouldbe the mostsuccessfubf the threeasit combinesboth

of theabovetypes.Experimentswill testour assertion.

The reroute timing componentindicatesthe starting time of the reroute attempt(i.e. the time at
which subsequenteroutingsbegin). As the resourcereservationschemegeservemore resourcen the
forward pass,thereis the probability that connectionsattemptingreroutesfail due to route collisions
Routecollisions occur when an establishmentequest,during the forward passalonga link, consumesa

largefraction of the remainingresource®n the link, thuscausingan immediatelyprecedingforward pass
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establishmentequesto fail dueto lack of resourceseventhoughon the reversepassthe initial establish-
mentrequestwould haverelaxedits resourcereservationsuchthat requestimmediatelyprecedingcould
havehadits resourcerequesthonored.Avoiding routecollisionsincreaseghe probability of establishinca
connection. In additionto routecollisions,simultaneouserouteattemptg(or attemptswithin a smalltime
interval with eachother) canalsointerferedueto temporaryinconsistenciem therouting database. Had
therebeensuf®cientime betweenconnectionrerouteattemptsthe routing databasenay havere ecteda
more accuratenetwork load anda more suitable(i.e. having greaterprobability of successyoute would
havebeenchosen.Thus, cooperationbetweennetwork nodes,to spreadthe rerouteattemptsin time and

spacewouldincreasehe successatesof thealternateestablishments.

We havechoseno considerthreepossibleapproacheso determiningthe time of a reroute:Immedi-
ate, Random(n)and Sequential With the immediatetiming approachall of the reroutesattemptsareini-
tiatedby the controllingnodeassoonasthefailure is knownto it. This correspondso the scenariowith the
least cooperationand possibly the most expectedinterference. In the Random(n)approachthe reroute
attempttime is determinedby generatinga randomvalue from a uniform distribution over an interval of
lengthn and usingthis value addedto the time of noti®cationasthe reroutestartingtime. This approach
doesintroducesomelevel of cooperatiorasall controlling nodesusethe samealgorithm.In the Sequential
approachall reroutesattemptsare handledsequentiallywith only one controlling nodeinitiating a reroute
attemptat any giventime. Whenall the rerouteattemptsof a singleaffectedconnectiorarecompleteconly
then are rerouteattemptsmadeon anotherconnection.This methodwould reduceroute collisionsto the
minimum, maximizing the succesgatesof the rerouteattempts,but at the cost of much higher average

timeto reroute.

Theseschemegi.e. combinationsof approacheshre fairly simple and may not translateto good
practicalimplementationsHoweverthe objectiveof our investigationis to look at the signi®cancef the
componentof the recoverymodel by choosingapproachesvhich spanthe entire spectrumof the com-
ponent.Sequentiaktiming, while it may not be practicalfrom the standpoint of the time to reroute,will
give usanideaof the bestpossibleperformancein termsof reroutingsuccesswhich maybe achieveddy a
perfecttiming strategy It givesus a standardagainstwhich we cancompareour othermore practicaltim-
ing schemes.In our experimentsve will explorethe solutionspaceof our recoverymodel by examining

all combination®f the two components.
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4.3. Underlying Mechanismsto Support Failure Recovery

Therearetwo mechanismshatare usedby the reroutingschemeghatwe will study.Theseare part
of our overall modelof fault recoveryandwe do not changethemin our experiments.Thesemechanisms
are a fault detectionand control mechanismanda routing mechanism The fault detectionand control
mechanisnmdeterminesf afault hasoccurredandsendsa fault messagéo the sourcenodesof the affected
connectionsThe processof fault detectionis fairly complexandwe do not investigatethis furtherin this
paper.We assumethat when a link is characterizeds faulty, somelow level validation hasbeenper-
formed to eliminate transientfaults and oscillations. The fault messagecontainsinformation aboutthe
topology change the resourcestateon the affectedcomponentsand otherinformationwhich dependson

theparticularscheme.

The routing mechanisrmis basedon the DCM Routing Algorithm [21] and determines route from
the sourcenodeto the destinatiomodetakinginto consideratiorthe traf®candperformancecharacteristics
of the connection the currentnetwork load (including the failed link or links), andthe locus of control.
The DCM Routing Algorithm providessourcerouting and is achievedby using a modi®ed constrained,
versionof the Bellman-Fordalgorithm. The goalsof the routing algorithmwere to maximizethroughput,
balancethe networkload, obtainroutesin a timely mannerandto maximizethe probability thatthe route
providedwill besuccessfullyestablishedi.e. theroutewill be establishedvith the traf®candperformance
speci®cationgiven by the client). The routing algorithm calculatesa minimal-costroute, in accordance
with the criteria presentedbove wherethe costof the routeis the sumof the costsof the links comprising
theroute. The costof a link is a delayvalue,which is the sumof the minimum queuingdelay offered by
the startingnodeto a real-time channelwith thesetraf®ccharacteristicsthe transmissiordelay, and the
propagatiordelayalongthe outputlink. While the transmissiorand propagatiordelayandare ®xedcosts,
the queuingdelay experiencedn the RCSPscheduleiis variable,andis dependenbn the currentchannel
resourcereservationon the correspondingutputlink andthe traf®ccharacteristicof this new channel.

An overviewof the equationusedto obtainthis variablevaluewaspresentedn Section4.2above.

The DCM routing algorithm proceedsn two steps.In the ®rststepa directedgraphis createdin
which the nodescorrespondo switchesand hostsin the network and the edgesto the links connecting
theseswitchesand hosts.The weightsattributedto eachedgerepresenthe link costs.The link costare
computedust prior to applyingthe algorithmtherebyusingthe mostrecentlink informationobtainedfrom
routing updatemessagesn the secondstepa constrainedmodi®edversionof the Bellman-Ford algo-

rithm is thenappliedto this graphto determinea possibleroute.In this algorithmconsecutivesearchesire

4 ThefundamentaBellman-Fordalgorithm[22] searche$or the shortespathsbetweena speci®edourceanddestina-
tion nodestartingfrom all possibleone-hoppathsandcontinuinguntil the N-2-hoppathsareexamined.
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performedon all 1, 2, .., N-2-hop pathsfrom the sourceto the destinationnode until the delay condition

S d £D is satis®edwhereD is the delayboundof the channel,d, is the weightof link |, (s ,d ) is the
I (s,d)

pathfrom the sources to the destinationd, andN is the numberof nodesin the network. A constraintis
placedon the numberof possiblesearchedy stoppingat the ®rsthopleve? at which the delayboundcon-

dition is satis®edandchoosingthe minimum costpathwithin the sameevel.

The DCM routing algorithmseeksto maximizethroughputby minimizing the numberof intermedi-
atenodesencounteredlongthe pathfrom the sourceto the destinatiorhost.By minimizing the hop count,
therewill belesscontentionfor resourcemmongchannelrequestsvhich will resultin a correspondingise
in throughput.The load balancingcriterion alsoreducescall blocking by distributingthe load moreevenly
throughoutthe network. The algorithmlimits its searchspace thusreducingits computatiorntime, thereby
providingroutesin atimely mannerlt alsoincreaseshe probabilitythatchannelestablishmenwill be suc-
cessfulasit determineghe link queuingdelaysbasedon the traf®ccharacteristicof the channelandthe

mostrecentresourcaeservatiorinformation.

Routing updatesare currently doneon a per-channel-establishmehasis.This is accomplishedoy
havingeverynodebroadcastheloadvaluesof its links to all othernodesafterit sendghereversechannel
establishmenmessagédo the previousnode on the new channelsroute; eachreceiving node updatesits

local link-statetable. This broadcasts donealonga minimumspanningree.

5. Experimental Design

We proposeto explorereroutingalongthe lines of the component®f locusof reroutg andreroute
timing asde®nedn the previoussection.In this sectionwe will describeour experimentaframeworkby
presentinga networkload index which we usebothto characterizehe traf®con the networkandto com-
parethe successate of different schemesa setof performancecriteria or metricswhich we useto gauge
the performanceof our schemesand the other factors (suchas network topology and workload) which

needto be ®xedin orderto compareour reroutingschemesinderidenticalconditions.

5.1. Load Index

Oneof the problemsfacing any investigationwhich compareschemesnvolving guaranteegberfor-
manceconnectionss theoneof choosinganindexwhich cancharacteriz¢heloadimposedon the network

by a single or any numberof guaranteedperformanceconnections.This is important, for instance,in

5 This hoplevelis the numberof hopsfrom the sourceto the destinatiomode.
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studyingthe effect of networkload on the behaviorof the reroutingschemesThis also affectshow one
measureshe succes®f rerouteactions. To quantify the amountof traf®csuccessfullyreroutedone must
take the numberof channelstheir bandwidthspeci®cationgheir delay requirementsand the numberof
links affectedaffectedby eachof thesechannelsnto account. A generalsolutionto this problemwould be
quite complex,however,we havedeviseda simpleindex which meetsthe aboverequirementswithin the

contextof the RCSP(RateControlledStaticPriority) schedulingdiscipline.

The descriptionof the RCSPadmissioncontrol schemejn section4.1, motivatesthe choice of the
loadindexin a networkusingthis schedulingstrategyat all nodes. Introducinga channelinto the network
at level | addswork to all lower levels. This is why a low delay (high priority) channelconsumesnore
resourcesn the network,sinceit usesa high-priority level (smalll) andit increaseall blocking probabil-
ity atall levelsm>|. If the delay requirements larger, it goesinto a lower priority level (largerl) and
effectsfewerlevels. This promptsusto considerthe sumof thework (asspeci®edby equation?) acrossall
levelsasanindexof theload onthenode.A high priority channelwill causea big changen thisindexasit
will increasethe work at all levels,while a channelat the lowestpriority level will only effect onelevel.

We call thisindexof theload on the networkthe QueuingDelay Index.

load
Xmin = 2: Delay= 50: D=13*n,Xmin=2:
index
60— Xmin = 4: Delay= 100: D=13*n,Xmin=4:
Xmin = 8: Delay= 150: D=13*n,Xmin=8:
40— Xmin =16:* Delay= 200:* D=20*n,Xmin=8:
20
TR K * K TRy N ~"/
*
0 | | | T T T T T
50 100 150 200 0.1 02 03 04 05 1 2 3 4 5
delay(ms) packets/ms Numberof hops
i) i) iii)

Figure 1. QueueingDelayindexvs. otherloadindices:Graphi) showsthatthe proposedoad
indexis monotonicallydecreasingsa function of delayif all otherfactorsareconstantGraph
i) showsthatit is linearin bandwidthandgraphiii) showsthatit is linearin the pathlengthof
therouteprovidedthe delayrequiremenperhopremainsconstant.

Figure 1 showshow successfuthis index is at capturingbandwidth,delay and path-lengthas com-
ponentsin the overall load on the network. Graphi) showshow the index changesas a function of the
delayrequiremenbf a channelon an otherwiseemptynetwork. We canseethatasthe delayrequirement

becomesslacker(higherend-to-enddelaybounds)the load index decreaseslThe graph attens out beyond
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200msbecauseat this point the channelis at the lowestlevel in the RCSPqueuesandfurtherincreasesn
the delaybounddo not effectthe priority level of the channel. Thus,bandwidthandpath-lengthremaining
the same,the index is monotonicallydecreasingas a function of the endto end delay bound. Graphiii)
showsthatthe load index s linear in the bandwidthof the traf®c,with the slopeof the line dependentn
the delay boundof the channel.Graphiii) showthatthe index increasedinearly with the pathlength,as
long asthe delayboundperlink remainsconstant. We believethatthis indexis a goodcharacterizatiomf
the overallload on the network.We will usethisindexto characterizehe load on the networkin orderto

studyhow the behaviorof the schemeghangeasa function of the networkload.

This index also makesit possibleto comparechannelswhich have different bandwidth,delay and
path lengths. We de®nethe Empty Network Delay index (END index) of a channelas the load index
measuredy establishinghe channelin an otherwiseemptynetwork. By measuringhis in anemptynet-
work we eliminate secondorder effects suchas interferencewith other channelswhich might causethe
channelunderconsideratiorto take a longer path. Underthe assumptiorthat the routing schemealways
picks the shortestavailable path and the admissionschemealways puts the channelin the lowestRCSP
gueuelevel which would suf®cethis is the smallesincreasan the overallload indexwhich canbe caused
by setting up this channelsuccessfullyunder any condition. We will usethe END index to compare
schemesvhich successfullyeroutedifferent setsof channelaunderidenticalconditions,by comparingthe

sumof the END indicesof onesetagainstheother.

5.2. Metrics

The metricsby which we comparethe performanceof the reroutingschemess signi®cangsit must
provideuswith a usefulassessmemtf the schemeTo this endour criteriais basedon the effectto boththe
client and the network. The metricsare: the reroutingsuccesgatio; the averageand maximumtime to
reroutea connection;the averageand maximum packetslost before reroutecompletion;and the excess

loadconsumedy thereroute.

The fraction of the affectedtraf®cwhich could be successfullyrestoredby the reroutingschemeis
importantto both the network andthe client. This is measuredn our simulationsby summingthe END
indices(de®nedibove)of the successfullyreroutedchannelsand expressinghis value asa percentagef
thetotal affectedtraf®c. This successatio allowsusto comparechannelswith differentbandwidth,delay,
and pathlength on a single metric. Looking at the ratio ratherthan the absolutevalue of the amountof
traf®csuccessfullyreroutedis alsoimportantbecausdt makesour graphsindependentf the load. The

effect on the client is capturedby the averageand maximumtime to recoverthe affectedconnectionof a
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client (providedit canbe rerouted),as well asthe averageand maximumnumberof packetslost before
reroutecompletion.This is measuredn our simulationover the setof successfullyreroutedchannelspy
keepinga recordof the simulationtime at the time of the fault andthe ®nishof eachchannelreroute.We

alsorecordthe numberof packetdost overthelifetime of the connection.

The effect on the networkis capturedby the excessof resourceghat are consumedy the success-
fully reroutedchannelsas comparedto the minimum amountof resourcerequiredto supportthis setof
channels.The actualresourcezonsumedy the successfullyeroutedchannelds measuredn the simula-
tion by calculatingthe networkload index (asde®nedn Section4.4.) onceafterthereroutingis complete
and againafter tearingdown the setof successfullyreroutedchannelsandtaking the differencebetween
thetwo values.The minimumresourcesequiredto supportthis setof channelsanbe approximatedy the
sumof the END indices,sincethe END index of a channelrepresentshe amountof resourcesequiredif

the routing and relaxationis not constrainecby the presenceof otherchannels. The excessof resources

(required- minimum

. *100.
minimum

canthusbe expresse@dsa percentagdy

5.3. Other Factors

The factorsthat we consideredsigni®canin our experimentdesignwere the networktopology,the
routing scheme(i.e. the routing algorithmandthe routing updatemechanism)the workload, the rerouting
schemethe numberof retriespermittedon an affectedconnectionandthe fault model.In the experiment
setdiscussedn this paperwe ®xedthe networktopology, the routing schemethe numberof retries,and
the fault model. The networktopology usedwas that of a simple 5x5 squaremeshasit is allows us to
manuallyverify resultsfairly easily,while atthe sametime providing a diversenumberof possibleroutes
betweenany hostpairs. The routing schemeusedwas describedin Section4.2. In theseexperimentano
retrieswere permittedsinceretrieswould interactwith the differentreroutingschemesndpreventusfrom
isolating the effectsof one from the other. A singlelink fault was allowed during eachrecoverycycle,
which is the time interval betweenthe occurrenceof a fault andthe completerecon®guratiorf the net-
work. This completerecon®guratiorincludesthe reroute of all possibleaffected connectionsand the
recon®gurationf theroutingdatabasesf all nodesin the network. In othersubsequergxperimentgto be

publishedn anothempaper)the numberof retriesandthefault modelwill alsobevaried.

In the experimentslescribedn this paperthe workload andreroutingschemesare the only factors
that we vary. This allows us to look at the effects of thesefactorswithout allowing the other factorsto
in uence theseeffects. The workloadis composedf the setof channelswvhich were establishedrior to

thefault in the network.To studyhow the performanceof the reroutingschemeghange®verloadwe ran
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our simulationsat four differentworkloadlevels.In termsof the networkload indexde®nedn Section4.3,
theloadlevelswerelow = 270, medium= 620, medium-high= 790, andhigh = 858. To give thereaderan
ideaof the correspondindpandwidthutilization, samplevaluesfrom our experimentarepresentedere.ln
onesetof workloadsthe low workloadlevel correspondedo a 15.8%averagebandwidthutilization anda
63.3% bandwidthutilization (maximum)on the heaviestloadedlink; mediumcorrespondedo a 32.0%
averageand a 84.7% maximum; medium-highcorrespondedo a 41.2%averageand a 87.3% maximum;
andhigh correspondedo a 44.5%averageanda 86.7%maximum;The numbersshownabovecorrespond
to only one of a numberof workloadswhich we generatecandusedfor our simulationsat eachworkload
level. It shouldalsobe stressedhatthe networkloadindex capturesmorethanthe bandwidthinformation,
anda setof channelswith identicalbandwidthrequirementdut differentdelayrequirementsvould give us

differentloadindexvalues.

The workloadsthemselvesvere statisticallygeneratedvith the following characteristicsThe chan-
nelsin the workload comefrom threeclasseswith bandwidthrequirementgorrespondingo A) a oneway
low quality video conferencechannel,B) a CD quality audio channel,C) and a telephonequality audio
channel.The distributionof theseis chosenso that 30% of the channelselongto classA, 30%to classB,
thethe restto classC. The hostpairswere selectedrandomlyto lie alongthe peripheryof the mesh.The
delay requirementsof the channelswere also generatedstatistically, to lie uniformly in the range
[x+50,x+100] ms,wherex is the oneway propagatiordelaybetweenthe sourceandthe destinationof the
channel.Thereafterdifferent numbersof channelsvere generatedvith the abovestatisticalpropertiesto
getdifferentvaluesof the workloadindex. The speci®oraluesof the workloadindexwe usewerechosen
by studyingthe main criteria (routing successatio) acrossa much more denselychosenset of workload
points and looking for regionsin which the behaviorwas relatively stable.The workload points chosen
representhe midpoints of thesestableregions. Thereaftera numberof experimentswere performedat
workloadsat or very closeto eachof the four valuesshown,andtheir resultsaveragedor the maximum
acrosghe settakenin the caseof metricssuchasmaxtime to reroute)to increasecon®dencén our experi-
ments.We did not calculatethe statisticalcon®dencéecauseve usetheseresultsfor rough comparisons
andnotto provideprecisenumbersThuswe merelyreassureaurselveghatthe variationbetweenexperi-
mentsat the sameworkload level were small comparedo the differenceswhich we useto draw conclu-

sions.

The otherfactor we vary in our experimentds the reroutingschemes.We havealreadydescribed
the two orthogonaldimensionsalongwhich we planto explorethe schemespace Within the Random(n)
approachwe look at three randomizationintervals: 300, 1500, and 3000 ms. Thesethree valueswere

chosenfrom a larger set of randomizationintervalswith which we experimented.They spanthe range
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overwhich suchatechniques reasonablén termsof the time to reroute,andarealsofairly representative

of theresultswe sawfrom othervaluesof the randomizatiorinterval.

6. Resultsand Analysis.

The resultsof our experimentsare shownin Figures2 - 5 asbar charts.Each®gurecontainseight
graphsshowinga particular measureof the performanceof the reroutingschemesacrossfour different
valuesof networkload. In eachset,graphsi) -v) keepthe timing component®xedwithin eachgraph,and
comparethe differentlocus of reroutingapproachescrossdifferent load values.For example graphi) of
eachsetkeepsthe timing ®xedat Immediate,and showsthe Global, Local, and Hybrid locus of rerouting
approachescrossdifferent networkloads.In graphsvi) - viii) the locus of reroutingis ®xedwithin each
graphandthe differenttiming approachesanbe compared.They are: Immediatetiming, Sequentiatim-
ing, andRandom(n}iming overthreerandomizatiorintervals.In thegraphsR;, R,, andR; standfor Ran-

domover300,1500,and3000msrespectively.

Figure 2 showsthe reroutingsuccesgatio (SR) acrossthe setof workload indices. Graphsi) - v)
eachkeepthetiming componen®xedto allow usto comparethe locusof reroutingapproachesGlobaland
Hybrid reroutingseemto be comparablelLocal rerouting reroutesfar fewer channelsat all load levels.
Furtherthe performanceof Local reroutingdeterioratesnore rapidly with increasingload. The reasonis
that Local reroutingconsidersa far fewer setof routesduring route selection. Graphsvi) - viii) examine
the effect of the timing componentkeepingthe locus of rerouting componentconstant.As expected,
Sequentiaperformsthe bestin termsof the numberof reroutedchannelsimmediatetendsto performthe
worst sincewe havethe mostroute collisionswhenall channelsaretrying to reroutesimultaneously.We
seethatincreasinghe interval over which the rerouteshappenmprovesthe successateevenwith random
timing. From this we concludethata moreintelligent mechanisnfor preventingcollisionsby spacingout
reroutesbasedon commonlinks would performevenbetter.Sequentialepresentsn a sensethe bestper-
formancewhich canbe hopedfor after eliminatingall collisions,i.e. with perfectcooperatiorbetweenall

nodes.

The next set of graphs(Figure 3) showsthe time to reroutefor different work loads. The lower
(solid) bar showsthe averagetime to rerouteover all successfuthannelsthe higher(dashed)ar shows
the maximum. As beforegraphsi) - v) ®xthetiming component.We seethatin this respectthe locus of
reroutingapproachesre all comparable.This is becausdéhe major costof the reroutingcomesfrom the
roundtrip for channelestablishmentyhichis the sameacrosghethreeapproachesThe maximumtime to

rerouteis about150 msfor Immediatetiming acrossall locusof rerouteapproacheswhich is closeto the
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roundtrip time betweenthe farthestsetof hostpairsin our load model. For Randorn(n) timing the max-
imum time to rerouteis aboutn+150 ms, which is asexpectedsincethe lastrerouteattemptedvould start
nearthe endof n msandwould takeabout150 msto complete.The maximumtime with Sequentiatiming

changeswith the load. Initially, it increasewith load sincethereare more channelsaffectedandthey are
tried in sequenceBut at high load it dropsoff sincelesschannelscan be successfullyrerouted,and the
maximumand averagetimes are computedover the set of successfuthannels. Sincethe later onesare
morelikely to fail (asthe earlierreroutesconsumethe remainingresourcesjhe maximumtime to reroute
(correspondingto the last successfullyrerouted channel) is lower for load=858 than for load=790.
De®nitelyat this point the networkis approachingsaturationjn termsof the amountof guaranteegerfor-
manceconnectionghatcanbe supported.With the exceptionof Immediate the averagetime to rerouteis

abouthalf the maximumsincethe reroutesoccur uniformly over the interval considered.For Immediate
thedistributionof pathlengthsdeterminesvherethe averages comparedo the maximum. If we consider
the datafrom the other perspectivej.e. we keepthe locus of rerouteconstantand comparethe different
timing approachegseegraphsvi) - viii)) we note signi®cantdifferences.As expectedmmediateis the
fastest,fasterthan Sequentialby an order of magnitude. This is the reasonwhy Sequentialis only an

academiddealto comparehe succes®f reroutesandnota practicalscheme.

Figure4 showsthe packetlossin the sameformatasin Figure3. The shapeof the graphsis similar
to thatof the previousset. This is becausehe numberof packetdost dependn the time takento reroute.
Howeverthe numberof packetdostfor Local at higherloads,seemsmallcomparedo thetime to reroute.
This is becauset thathigh load only the low resourceconnectionsverererouted.This againpointsto the

inability of Local reroutingto dealwith high load conditions.

The last setof graphs(Figure5) showthe excessesourcegasdescribedn Section5.2) consumed
by the reroutedrequestsacrossdifferent network loads. Thesegraphsare bestinterpretedin conjunction
with Figure2 wherethe succes®f thereroutein termsof the amountof work reroutedare plotted.Without
this additionalinformationwe might look at the smallerexcessesourcesonsumedy Local (graphsi) -
v)) atload=858andconcludethatit is moreef®cienthanGlobalat high load. Howeverwe notefrom Fig-
ure 2 that Local successfullyreroutedmuch lesswork so that it is not unreasonablghat it was more
ef®cientaboutit. In otherwordswe canonly call a approachmore ef®cienton the basisof a lower valueof
excesgesourcesif it is alsocomparableor betterin reroutingsuccesgFigure2). Thuswe canconclude
thatwhile its reroutingsuccesss comparabldo thatof Global, Local haslessef®ciencyin termsof excess
resourcesised.At high loadswe havealreadyseenit to havea poorerreroutingsuccessThuswe cansay
thatit is consistentlyworsethanGlobalrerouting.We canalsocompareGlobalandHybrid rerouting,since

their successatesaresimilar throughoutall rangesof loads.We notethatwhile atlow loadsthe ef®ciency
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of Hybrid is less(becausef thelongerroutesusedby the local reroutes)at high loadsits useof resources
is betterthan Global. Sinceits succesgatio at high loadsis equal,this givesus a slight reasonto believe
that Hybrid offers someadvantageover Global. Howeverthe evidenceis not really conclusiveon either
side. Looking at the datafrom the perspectiveof graphsvi) - viii) doesnot give us muchinsight. We note
that at high loads Sequentialwhile rerouting more work than the other approachesstill showshigher
ef®ciencyThusincreasingthe level of cooperatiorpaysoff not only in termsof a largeramountof traf®c
rerouted,but alsobecausedt usesthe networkresourcedesswastefully. This encouragesis to searchfor
good cooperatiorschemesvhich are fasterthan Sequentiabut give us the samebene®tsWe believethat
more intelligent schemeswhich trade off time to reroutefor higher succesgatesin more sophisticated

waysthanRandom(nwill pay off.

7. Conclusion.

In this paperwe investigatedapproachegor the reroutingof guaranteegerformanceconnections
affectedby faults in the network. In additionto avoiding the faulty link, reroutingmustensurethat the
traf®cand performanceguaranteesnadealongthe previousrouteswill be satis®edlongthe new routes.
The goalof areroutingschemds to rerouteasmuchof theresourcedi.e theresourcaeservationgffected
by the fault) aspossible,as quickly aspossible,and minimize the effect of the fault on the client andthe
network. To this endwe choosecriteria, or metricsof successthatre ect thesegoals.Fromtheclient per-
spective,the criteria of interestwere the averageand maximumtime takento establishthe successfully
reroutedconnectionsand the averageand maximumnumberof packetslost during rerouting. From the
network perspectivethe criteria of interestwere the amountof affectedtraf®cthat was recoveredby the
schemethe successatio (SR),andthe amountof networkresourcesvhich waswastedin the process.To
measurgheseresourcesve useda QueuingDelay Load index that captureshoth the bandwidthand delay
resourceseservediy a connectionThe attening of thesetwo resourceslongonedimensionallows usto

bettercompareschemes.

We examinedreroutingalongtwo orthogonalcomponentsthe locus of reroute andthe timing com-
ponent. The locus of reroutedetermineghe nodewhich selectsthe new route and the constraintsunder
which this routeis selectedandthe timing componentdetermineghe time at which the recoveryattempt
shouldbegin.Therearethreelocusof rerouteapproached;.ocal, Hybrid, andGlobal. Therearealsothree
different reroute timings approachesimmediate, Randomand Sequential.The cross product of the

approache thetwo componentspanthe completereroutingschemespace.



C.ParrisA. Banerjea -20- An Investigationinto FaultRecovery...

All reroutingschemesvere examinedacrossa cross-sectiorf workloadsandthe approachesvere
comparedalong the lines of the criteria mentionedabove. Thesecomparisonswvere achievedby using
extensivesimulationexperimentsWith our assumption®f topology and experimentakcon®gurationpur
analysisshowsthatthe Global and Hybrid reroutetype provide comparablesuccessatios (SR), acrossall
loads,with Local providing the worst. Local also performsworsein termsof ef®cientuse of resources.
Globalseemdo useresourcesnoreef®cientlythanHybrid atlow loads,but Hybrid matchesaandsurpasses
Global at very high loads. Sequentiatiming providesthe bestsuccessatio (SR) acrossall loads,aswell
as the most ef®cientusageof network resources.However Sequentialis at most a theoretical"best"
method,becauseéhe averageand maximumtime to rerouteis an orderof magnitudehigherthanImmedi-
ate. We concludethat more intelligent approachegor cooperationwould provide signi®cantgains over
Immediate(i.e. no cooperation) Evenvery simplerandomizatiorapproachesanprovidesigni®cangains
over approacheavith no cooperation,but more intelligent approacheshould be investigatedsince the

theoreticabestis still well beyondwhatcanbe achievedoy randomizatiorwithin reasonabléntervals.

Global, Local and Hybrid perform comparablyin termsof time to rerouteand packetslost during
rerouting.Using Immediatetiming they take about150 ms at mostto reroute.This, of course,is depends
onthetopology,link speedanddistributionof channelpathlengths.In generalthe fastestmaximumtime
to rerouteis slightly largerthanthe roundtrip time. Cooperatiorbetweemodesincreaseghe maximumand
averagedime to rerouteandalsothe numberof packetdost. Sequentiateroutingis too slow andexpensive
in termsof lost packetdo be usedin practice.Randomizatiorover a smallintervaltakesa maximumof the

interval plusoneroundtrip time to complete.

Therearemanyotherareasof investigationto be exploredin rerouting. Currentlywe areinvestigat-
ing the behaviorof our approacheé the presenceof multiple faults within a recoverycycle, the effect of

multiple retrieson theapproachesandthe effectof differentroutingalgorithmson theapproaches.
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Figure 2. Routingsuccessatio vs. load: The sumof the END indicesof the successfullyreroutedchannelexpressed
asapercentagef the sumof the END indicesof the affectedchannelds usedasa measuref the successf rerouting.
Graphsi) - v) comparethe routing approachegeepingthe timing componentonstant. Graphsvi) - viii) comparethe
differenttiming approachekeepingrouting constant.
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Figure 3. Timeto reroutevs. load: Thelower solid box showsthe averageime to reroute the higherdashedox show
the maximumtime to rerouteover all successfullyreroutedchannels.Graphsi) - v) comparethe routing approaches
keepingthe timing componentconstant. Graphsvi) - viii) comparethe different timing approache&eepingrouting
constant.
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Figure 4. Packetlossvs. load : The lower solid box showsthe averagepacketloss, the higher dashedox showthe
maximumpacketlossover all successfullyreroutedchannels.Graphsi) - v) comparethe routing approache&eeping
thetiming componentonstant.Graphsvi) - viii) comparethedifferenttiming approachekeepingroutingconstant.
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Figure 5. Excesgesourcews. load: Theamountof networkload attributableto the successfullyreroutedchannelds
expresse@sa percentagelifferencefrom the sumof END indicesof the successfullyeroutedchannels.Graphs) - v)
comparetheroutingapproachegeepingthetiming componentonstant. Graphsvi) - viii) comparethe differenttiming
approacheg&eepingroutingconstant.
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