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ABSTRACT

As high speednetworksarestartingto provideguaranteedperformanceservice,it
is imperative to revise fault recovery techniquesto support this new service. In this
paper we investigateone aspectof fault recovery in this context, the rerouting of
guaranteedperformanceconnectionsaffectedby link faults in the network.Recoveryis
achievedby reroutingthe affectedconnectionso asto avoid the failed link while ensur-
ing that the traf®c and performanceguaranteesmade along the previous route are
satis®edalongthenewroute.Thegoalof thereroutingschemesis to rerouteasmuchof
theaffectedtraf®casquickly andef®cientlyaspossible.We investigatereroutingalong
the linesof two orthogonalcomponents:the locusof reroute, which determinesthenode
that doesroute selectionand the new route selected;and the timing component,which
determineswhenthe individual rerouteattemptsare initiated. Within eachof thesetwo
componentswe examineapproachesthatspanthespectrumof thatcomponent.We com-
pare all possiblecombinationsof theseapproachesunder a cross-sectionof network
workloads,usingin our comparisonsa novelmetric,theQueuingDelayLoadIndex, that
capturesboth the bandwidthand delay resourcesrequiredby a connection.Extensive
simulationexperimentswereconductedon thevariouscombinationsandtheir resultsand
analysisarepresentedin thepaper.
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1. Introduction

Theneedfor guaranteedperformanceservicecommunicationin theemerginghigh-speedpacket/cell

switchednetworkshasbeenwidely recognizedin researchand industry [23]. This is usuallyde®nedas

communicationwith boundson performanceparameterssuchasbandwidth,delay,jitter, andlossrates. A

signi®cantamountof work hasbeendoneto investigateways of providing suchservicesin packet/cell

switchedstore-and-forwardnetworks[1, 2, 3, 4]. While manyinvestigatorshaveproposedsolutionsto the

aboveproblem,all thesesolutionspresumeadequatefault-free servicefrom the underlyingnetwork, in

order to provide the guarantees.It is impossibleto build networkswhich perform perfectly and meetall

serviceguaranteesunderall fault conditions;thereforeit is of paramountimportanceto incorporatefault

recoveryinto guaranteedserviceschemes.

While fault recovery for generalcomputerand telecommunicationsnetworks has long been an

importanttopic of research,we havenot comeacrossany literaturedescribingresearchthatextendthis all

importantfeatureto guaranteedperformanceservicenetworks.This is probablydue to the fact that such

serviceshave beenvery recently implemented,and high level managementfunctionalitieshavenot yet

beenconsidered.However,the basicideasbehindguaranteedperformancecommunicationhavecrystal-

lized to the point whereit is feasibleto model the mechanismswhich providesuchservicesabstractly,in

order to designfault recoveryand other schemeswhich would work with any guaranteedperformance

communicationscheme.

This paperexaminesreroutingtechniques(oneaspectof fault recovery)which canbeusedto restore

guaranteedperformanceconnections,usingthe remainingcapacityof thenetwork,after theoccurrenceof

a link fault. We assumetheexistenceof redundantconnectivity(multiple pathsbetweenanyhostpairs)in

the network.We investigatereroutingtechniquesby identifying two importantorthogonalcomponentsor

dimensionsalongwhich all reroutingschemescanbeclassi®ed.Theinvestigationexaminestheimportance

of the componentsaswell ascomparesspeci®cschemesalongthosedimensions,in termsof a numberof

performanceindiceswhich quantify the speedandef®ciencyof the recoveryprocess.The objectiveis to

identify techniqueswhich allow connectionswith performanceguaranteesto be restoredef®cientlyand

quickly aftertheoccurrenceof a link fault.

Thepaperis organizedasfollows. In thenextsection,Section2, we look at relatedwork in thearea

of fault managementfor guaranteedperformanceservicecommunication.We notethat thereis anabsence

of previousresearchinto providingfault recoveryfor guaranteedperformanceconnections.In Section3 we

motivatethe investigationby consideringwhy recoveryis desirable.We de®nethecommunicationmodel,

fault modelandrecoverymodelin Section4. In Section5 we discussour experimentaldesignanddescribe
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a new load index.We presentandanalyzeour resultsin Section6. Finally we summarizeour resultsand

mentiondirectionsfor futureresearchin Section7.

2. RelatedWork

Severalapproachesto the problem of providing guaranteedperformanceservice communication

havebeenproposed.For reasonsof brevity we will mentionjust a few of the well known solutions. [1]

describestheapproachof theTenetgroup1 to providesucha servicein a heterogeneousinternetwork.This

approachis basedon a generalparameterizedclient-networkinterfaceto specify traf®cdescriptionsand

performancerequirements.Our work buildson theTenetapproachthatwill bedescribedin greaterdetail

in Section4. [2] proposesdividing delaysensitivecommunicationinto predictiveserviceandguaranteed

serviceclasses.Theguaranteedserviceclassis similar to thatof theTenetapproach,however,thepredic-

tive serviceclassdoesnot meetour de®nitionof guaranteedservicecommunicationas the servicevaries

with the networkload.The SessionReservationProtocol(SRP)[3] providesdeterministicguaranteesand

is basedon anapproachsimilar to thatof Tenet.TheAsynchronousTime Sharing(ATS) [4] approachpro-

videsa ®xedmenuof Quality-of-serviceclasses,from which theclient canchooseonewhich matcheshis

performanceand traf®c needs. The HeidelbergResourceand Administration Technique(HeiRAT) [5]

usestheStreamProtocolversion-II to reservebandwidthanddelayresourcesfor unicastandmulticastcon-

nections.

All theseschemessharetwo commonproperties.First, thenetworkneedsto know aboutandimpose

restrictionson the traf®cthatcanbesentby clientsand,second,it needsto maintaininformationaboutthe

performancerequirementsof eachguaranteedserviceconnectionexistingin thenetwork,perhapsencoded

in the form of servicepriority. Thesetwo propertiesareusedto examineeachnewconnectionbeforeit is

acceptedto ensurethat the performanceguaranteesprovided to any existing connectionsmay not be

violatedbecauseof this newconnection.Failurerecoveryis not supportedin anyof theschemespresented

above. However,their fundamentalsimilarity leadusto believethatmostof theconclusionsof this paper

couldapplyto designingfault recoveryschemesfor mostguaranteedservicecommunicationnetworks.

Fault recoveryhasbeenstudiedunderthe contextof telecommunicationnetworksandconventional

datanetworks. [6] presentstheissuesof fault recoveryin telecommunicationnetworksagainsta four layer

model of the transportnetwork: the switchedlayer, the cross-connectlayer, the multiplex layer and the

physical layer. The highest two layers are of the most interest. At the switched layer the units of
�����������������������������������
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communicationandrecoveryarecalls.Theswitchesof this layeruseroutingtablesto routenewcalls.The

recoveryactiontakenat this layer is to simply updatethe routing databaseto correctlyroutecalls around

the fault in the network[7, 8]. Existing calls are lost andhaveto be redialedby the endsystems.At the

cross-connectlayer theunitsof communicationaretrunks,suchasDS1or DS3links, which in turn appear

asthelinks of thenexthigherlayer (theswitchedlayer). Theseconnectionshave®xedbandwidthrequire-

mentsand the recoveryaction is to recomputethe network stateinformation as well as rerouteaffected

trunkson the remainingnetworkso asto meetthe bandwidthrequirementsof the ¯ows. Techniquesused

include pre-computing(e.g. solving integer ¯ow problemsto ®nd near optimal solutions)and storing

con®gurationsfor all or a subsetof failure states[9, 10,11], andrunningdynamicdistributedalgorithmsto

®ndshortroutes[12, 13,14,15]

Fault recovery in conventionaldata networks is usually concernedwith recomputingthe routing

information so as to correctly route new data. In the Internet, the network layer protocol (IP) is

connection-less,so updatingrouting tablesto re¯ect the changednetwork stateis suf®cientto maintain

connectivity[16]. While no performanceguaranteesaregiven,theprotocolsattemptto reducecongestion

and network instabilitiesby cooperationbetweenthe routers[17, 18]. AN1 [19] from DEC SRC is a

packetswitchedlocal areanetworkdesignedfor high survivability. On the detectionof networkfault, the

switchesrun a distributedalgorithmwhich computesthenew topologyandsetsthe routing tables.Datais

not forwardedduring route computation. AN2 is an ATM basedconnectionorientedLAN still in the

designstageat DEC.Thebasictechniquein AN2 is to stopdataforwardingandperformthenetworkstate

acquisitionandrouting tablecomputation.After that, reconnectionof affectedcircuits is triggeredby the

arrival of the®rstdatapacketsandusesthenewroutinginformationto bypassthefault.

3. Motivation.

While fault recoveryis importantfor telecommunicationsnetworksandbest-effortdatanetworks,it

is apparentthat in the context of guaranteedperformanceservice communicationsthe need for such

schemesis evengreater.Sincethe applicationsaresensitiveto performancedegradations,interruptionof

serviceis all themoreundesirable.

Fault recoveryin a guaranteedperformanceservicenetworkis different from that in a conventional

datanetworkbecausethe goalsaredifferent. Sincethe datadelivery at the networklayer of conventional

datanetworksdoesnot haveperformancebounds,recoveryschemesdo not haveto worry aboutstrictly

controlling the resourcestatewithin the network.Ratherthe focusof suchschemesis on maintainingthe

existenceof a "good" routebetweenanytwo pointsin thenetwork.As a result,only theroutingstatewhich
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governsthe selectionof future routesis changed.Thereis usuallyno otherstateto changesincethe net-

works are typically connectionless.In contrast,the fault recoveryin telecommunicationnetworks,espe-

cially at the cross-connectlayer, showsmuchof the samerequirementsas for a guaranteedperformance

servicenetwork. Thenetworkstatecontainsinformationaboutthebandwidthrequirementsof eachof the

call groups,which mustbe preservedduring the recovery.In addition,the call groupsthemselvesfollow

stableroutes,which arechangedduring recoveryif the fault affectsthe route. The differencelies in the

fact that for the cross-connectlayer, all the ¯ows haveonly bandwidthinformationassociatedwith them,

and belong to a few limited classes(such as DS1 or DS3). In a guaranteedservice network, the

connection'straf®cspeci®cationandperformancerequirementscovera muchlargernumberof parameters

andtheseconnectionscannotbeclassi®edinto a smallnumberof classes.Thusthe techniquesusedin the

telecommunicationnetworksuchassolvinglinearprogrammingproblemsor pre-computingcon®gurations

for eachnetworkstatearenot feasible.

Fault recovery can be divided into the tasks of detection,instigation, rerouting and restorative

recon®guration[6]. In our opinion, the mostdif®cult problemsof failure recoveryoccur in the rerouting

task.Our work will focuson thereroutingtask.Reroutinghastwo aspectswhich aresensitiveto time, and

henceareof interestin thecontextof guaranteedperformanceservicecommunication.Oneis thecalcula-

tion and disseminationof new routing information which takesthe fault into account,so that new and

reroutedconnectionscan be routedaroundthe failed component.The other is the initiation of reroutes

which moveaffectedconnectionsfrom thefailed componentto otherrouteswhich cancontinueto support

theconnections.The®rstaspectis very similar to operationsthataredonein a best-effortdatanetwork,or

for the switchedlayer of the telecommunicationnetwork,and the readeris referredto [16, 7] for more

details.Thispaperfocuseson thesecondaspect.

A simpleway to dealwith reroutingis to calculateanddisseminatenewroutinginformationto guide

the routing of new connections,and tear down all the affectedconnections.The applicationswould then

notice the failure and attemptto reconnect.This reconnectionwould follow a different route, since the

routing informationhasbeenupdated,andavoid the failure. This solution,while simpleandelegant,has

the problemof causinghumanendusersto be involved in the recoveryaction, leadingto slow recovery

anddissatisfaction.Alternatively the recoveryactionmight be built into the applicationsoftware,making

theapplicationmorecomplex.

A morecompellingargumentagainstapplicationinitiated recoveryis that after a fault all affected

applicationswill attemptreroutingwithin a small time interval, especiallyif they haverequirementsfor

quick recovery.Thus all affected connectionswill competefor resourcesduring the rerouting phase,
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causingroute collisions2, which lead to lower successrates.If the reroutesare controlled (in termsof

reroutestartingtime androuteselection)suchthat theypreventcompetitionthentherewill behighersuc-

cessrates.This kind of cooperationis not possibleat theapplicationlevel, sincenetworkstateinformation

is not availableto theapplication. In addition,muchadvantagecanbegainedby reusingcommonportions

of theroute,sincethestateinformationis alreadypresent.This networkstateinformationis not available

at theapplicationlevel. Over thecommonportionof theroute,we alreadyhaveresourcesreservedsothat

therewill be lesslikelihood of routecollisionsdueto the reroute.In addition,someschemesmay makeit

possibleto exchangemessagesonly overthenewportionof theroute,makingreroutingfaster. Finally, the

lower the level at which reroutingis performed,the fasterthe response.If all the reroutingactioncanbe

performedon the nodesadjacentto the failed component,recoverywill be fastest. On the otherhand,if

theinformationaboutthefailure hasto bepresentedto theapplicationlevel,a certainamountof lag cannot

beavoided.

A schemefor reroutingconnectionswithin thenetworkcouldalsobeusedto movetraf®coff a link

with high error rate.In this case,whentheerror ratefor a link approachestheerrorrateboundsspeci®edin

the performancerequirementsof the connection,the connectioncould be reroutedbeforethe application

noticesa problem. Only thefault detectionmechanismwould needto bechangedto introducethis service.

Thustherearestrongreasonsto believethatplacingrecoveryintelligencewithin thenetwork(andmaking

theapplicationssimpleanddumb)is thecorrectdesigndecision.

4. Model.

In this sectionwe presentour networkmodel:themodelof theguaranteedperformanceserviceand

the basicschemefor datadelivery and resourcereservationwhich makesthis servicepossible;the pro-

posedmodelof thefault recoveryscheme,to addrecoverabilityto sucha network;andtheunderlyingsup-

port mechanismsthat we assumefrom the network. We makeand justify somedesigndecisionsin the

choiceof thefault recovery model,but leaveothercomponentsopenfor experimentation.

4.1. The Tenet Scheme

In the TenetScheme,a guaranteedperformanceserviceconnection(a.k.a.a real-timechannel) is a

communicationabstractionthat de®nesreal-timecommunicationservicesassociatedwith traf®candper-

formanceparametersin a packet-switchednetwork[1]. A channel'sreal-timetraf®cis characterizedby the
�����������������������������������

2 Routecollisionsarediscussedin detail in Section4.2.
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following parameters:Xmin, the minimum packetinter-arrival time, Xave, the averagepacketinter-arrival

time overanaveraginginterval,I, theaveraginginterval,and,Smax, themaximumpacketsize. Theperfor-

mancerequirementsavailableto a channelare:D,the maximumdelaypermissiblefrom the sourceto the

destination,J, themaximumdelayjitter3, Z, theprobability that thedelayof thepacketis smallerthanthe

delaybound,and,W, the buffer over¯ow probability. A channelis establishedbeforedatatransfer.This

channelestablishmentis achieved,in the following manner:a real-timeclient speci®esits traf®ccharac-

teristicsandend-to-endperformancerequirementsto the network; the networkdeterminesthe mostsuit-

ableroutefor a channelwith thesetraf®ccharacteristicsandperformancerequirements;it thentranslates

the end-to-endparametersinto local parametersat eachnode,andattemptsto reservesresourcesat these

nodesaccordingly.This establishmentattemptis accomplishedin two passes(i.e. the roundtrip from the

sourcehostto the destinationhost). Along the forward pass,enoughresourcesarereservedat eachlocal

nodesuchthata resourcede®ciencyat a later nodealongthepathcanbeaccommodated.This may cause

theresourcereservationon theforwardpassto behigherthantheminimumrequiredto meettheendto end

performancerequirements.At thedestinationnode,if the resultingend-to-endperformancedoesnot meet

the requirements,the channelis rejected. Otherwise,along the reversepassthe reservedresourcesare

relaxedsuchthat resourcereservationsre¯ect the exacttraf®candperformancerequirementsof the con-

nection.

TheTenetalgorithmsor admissionstests,which arebasedon theservicedisciplinein thenodesand

thetraf®cmodel,areusedto determinewhethera nodehassuf®cientresourcesto accommodatea channel

request.During thedatatransferphasethelocal performancerequirementsof eachpacketaremetusingthe

appropriateschedulingand rate control, therebysatisfying the client speci®edend-to-endperformance

guarantees.While manyservicedisciplines(subjectto speci®edconstraints[20]) canbe employedin the

Tenetframework,in this work we havechosenRateControlledStaticPriority (RCSP)queuingasit decou-

plesthebandwidthanddelayresourceswhile providingsimpli®edadmissionscontroltests.An overviewof

RCSPis presentedbelow.A detaileddescriptioncanbefoundin [22].

4.1.1. Rate Controlled Static Priority Queuingand AdmissionControl

The RCSPservicediscipline can be thoughtof as logically consistingof a rate controller and a

scheduler.The rate controller takesthe input from the network and ensuresthat all sourcesobey their

traf®cdescription.If at anypoint a packetviolatesits traf®cdescription,this packetis consideredto have
�����������������������������������

3 Jitteris de®nedasthedifferencebetweenthedelaysexperiencedby anytwo packetson thesameconnection.
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arrived too early andheld until suchtime that its traf®cdescriptionis not violated.The packetsare then

passedon to the schedulerwhich maintainsseverallevels or priorities and servespacketsFirst-Come-

First-Serve(FCFS)within eachpriority startingat the highestpriority level queueat which packetsare

waiting and endingat the Non-Real-Timequeue. Packetsin the Non-Real-Timequeueare only served

after the lowest level RCSPqueue'spacketshavebeenserved. The separationof the rate controllerand

theschedulerprovidesthedecouplingof thebandwidthanddelayresources.

In order to provide guaranteedperformanceservicecommunicationin a network of serverswith

RCSPscheduling,the following admissioncontrol test needsto be performedduring channelestablish-

ment. For a requestwith the traf®cspeci®cation(Xmin,Xave, I,Smax) and a delay boundrequirementDk

(whereD1,D2,D3,..,Dl arethedelaysassociatedwith eachof the l priority levelsin theswitch), if for all

priority levelsp greaterthanor equalto k:

j =1
S
j =cp

��

�

Xminj

Dp
���������

���

�

* Smaxj
+

��

�

Xmin

Dp
� �������

���

�

* Smax + SmaxP £ Dp * L (1)

thenthe new channelcanbe accepted(at the priority level k). cp is the currentnumberof channelsat or

abovethe priority level p, Xminj
is the minimuminterarrival time of packetscorrespondingto the jth con-

nectionat thatpriority level, SmaxP is the largestpacketsizethatcanbe transmittedover the link, andL is

thelink speed.

Thetestensuresthatat anylevel p, whena packetarrives,themaximumamountof time that it could

possiblywait beforeit canbesentout is boundedby thedelayboundDp correspondingto that level. This

boundmusttakeinto accountanypacketsat thesamelevel which couldbetherebeforethepacketarrived,

andany packetswhich couldcomein at anyhigherlevel beforeit is sentout. Thusany time a channelis

addedto level k at a node,we haveto ensurethatfor anylevel p ³ k (i.e equalor lower priority levels),the

amountof work (in termsof transmissiontime of thepacket)which cancomein duringa time periodDp is

lessthanDp. In otherwords,addinga channelat level k addsa certainamountof work to all equaland

lower priority levelsp ³ k. The admissioncontrol testsensurethat the total work at any level p doesnot

exceedthedelayboundDp for thatlevel,whereworkat level p is de®nedas

Wp =
j =1
S
j =cp

��

�

Xminj

Dp
���������

���

�

*
L

Smaxj
��������� +

L

SmaxP
��������� (2)

4.2. The Failure RecoveryModel.

Our modelof fault recoveryis basedon our modelof theschemeusedto provideguaranteedperfor-

manceservice.In this sectionwe ®rstde®nethesetof taskswhich needto beperformedon theoccurrence

of thefault. Thereafterwe makeandjustify a numberof designdecisionswhich restrictthesolutionspace
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thatwe needto searchfor goodfailure recoveryschemes.This solutionspacede®nesour model,sinceall

the possibleschemeswhich can ®t this model are candidatesolutionswhich needto be explored. We

further restrictour search(for this initial study)by choosinga subsetof the componentsof reroutingthat

we will examine.We then organizeour searchof the remainingsolution spacealong the lines of two

orthogonaldimensionsor components.

As mentionedin Section3 fault recoverycan be divided into the tasksof detection,instigation,

reroutingandrestorativerecon®guration.In this work we will investigatethe taskof reroutingwhich can

be further subdividedinto route selectionand alternateestablishment. The route selectionrequiresthe

mostintelligencein the part of the network,sinceoptimal solutionshaveexponentialcomputationalcom-

plexity, andall othersolutionsinvolve trade-offsbetweentime andgoodnessof the solution.The process

of alternateestablishment, during which the resourcestatein the network is changedto re¯ect thesenew

routes,involvescooperation,sincenetworkresourcesmustbeshared.Theapproachesto reroutingcanbe

broadly classi®edalong three axes:Centralizedvs. Distributed schemes, Link rerouting vs End-To-End

rerouting, and Pre-computationvs dynamiccomputationof routes. In our environment,i.e. guaranteed

performanceserviceconnectionsin integratedhigh-speedpacket-switchednetworks,we believeour most

ef®cientreroutingapproachto bea distributed,dynamiccomputationapproach.Thedistributedapproachis

bestas it scaleseasily,doesnot presumea reliablecentralcontrol unit or a separatereliablecontrol net-

work, and does not introduce the control traf®c congestionand computationalbottleneck generally

observedat thecentralcontrollerin centralizedschemes.It is our expectationthatfutureworkloadswill be

highly dynamic, especially with the increasedpresenceof multimedia applications,therefore a pre-

computedschemewill not beeffective.Hencewe believethatdynamicallycomputedreroutesarethebest

approach.We will comparelink andend-to-endreroutingapproachesin our experiments.

In our model,fault detectionis performedby thenodeupstreamof the faulty link. This nodereports

thefailure to all othernodesin thenetworkandinstigatesrecoveryof theconnectionsaffectedby this fault.

This instigationtakestheform of a reroutemessagewhich is disseminatedto all nodesaffectedby thefault

andprovidesthemwith reroutinginformation. Thetiming andcontentsof themessagesentdependson the

particular rerouting schemewithin this model. The network then performs route computationsand

attemptsto rerouteasmanyof theaffectedconnectionsaspossible,suchthatall reroutedconnectionsmeet

their initial traf®candperformancerequirements.

Within this frameworkanin®nitenumberof failure recoveryschemesarepossible.Thecomponents

of themodelwhich canbevariedto constructvariousrecoveryschemesinclude:themethodusedfor fault

detection;the routing algorithm usedto ®nda new route for a given channel;the mechanismfor co-
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operationbetweenthe variousnodesto sharethe networkresources;the timing of the alternateestablish-

ment;the constraintson the routeselection;andwhetherretriesareperformed. For this investigation,we

will focuson thecomponentsof timing andtheconstraintsof therouteselection.We ®xor makesimplify-

ing assumptionsabouttheotherfactors.For examplewe do not performretries.Theassumptionsaboutthe

fault detectionmechanismsand the choiceof the routing algorithm are discussedin the next sectionon

underlyingmechanisms.

We havechosento examinereroutingalong the lines of two orthogonalcomponents:the locus of

rerouteand,reroute timing. The purposeof this work is to determinethe effect that eachof thesecom-

ponentsexert on rerouting.Towardsthat endwe havechoseneasily analyzedyet broadly encompassing

instancesof thesecomponentswith which to examineeachsubspace.Thelocusof reroutecomponentindi-

catesthe segmentof the currentroute traversedby the connectionuponwhich a rerouteattemptwill be

made,andthenodewhich performsrerouteselection.Threelocusof reroutestypesareconsidered:global

reroutes, local reroutes, andhybrid reroutes. With a global reroute,thepathof the reroutedconnectionis

recalculatedat thesourcenodegiventhecurrentnetworkloadinformationandthetraf®candperformance

characteristicsof theconnection.Thecurrentloadinformationincorporatesthenewtopologycausedby the

failed link. Sinceall availableinformationandpossibleroutesareconsidered,this schemewould tendto

distributeloadevenlythroughout thenetwork. With a local reroute,thereroutedconnectiontraversesthe

original routewith theexceptionthatthefailed link is bypassed.Theroutecomputationis performedby the

nodeupstreamof thefailed link, andconsistsof ®ndinga newpathfrom this nodeto thenodedownstream

of the failed link. This pathis combinedwith theunaffectedportionof theold route,removinganyredun-

dantlinks or loops.Thisalternateestablishmentattempthastheadvantageof reusingthemaximumnumber

of previouslyreservedresources,andin a highly loadednetworkmayhavea higherprobabilityof success

thana global reroute.Howevertherouteselectionselectionis from a muchsmallersetof alternatives,and

is lesslikely to succeedthantheglobal reroute.Of courseall of thetraf®candperformancecharacteristics

of theconnectionmustbemaintainedafter thereroute. With a hybrid reroute,a local rerouteis attempted

on anaffectedconnection,andif therouteselectionfails a globalrerouteis thenattemptedfrom thesource

node.It is expectedthat this typeof rerouteshouldbe themostsuccessfulof the threeasit combinesboth

of theabovetypes.Experimentswill testour assertion.

The reroute timing componentindicatesthe starting time of the rerouteattempt(i.e. the time at

which subsequentreroutingsbegin).As the resourcereservationschemesreservemore resourceson the

forward pass,there is the probability that connectionsattemptingreroutesfail due to route collisions.

Routecollisionsoccur when an establishmentrequest,during the forward passalonga link, consumesa

largefraction of the remainingresourceson the link, thuscausingan immediatelyprecedingforward pass
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establishmentrequestto fail dueto lack of resources,eventhoughon thereversepassthe initial establish-

mentrequestwould haverelaxedits resourcereservationssuchthat requestimmediatelyprecedingcould

havehadits resourcerequesthonored.Avoiding routecollisionsincreasestheprobabilityof establishinga

connection.In additionto routecollisions,simultaneousrerouteattempts(or attemptswithin a small time

interval with eachother)canalsointerferedueto temporaryinconsistenciesin theroutingdatabase.Had

therebeensuf®cienttime betweenconnectionrerouteattemptsthe routing databasemay havere¯ecteda

moreaccuratenetwork load anda moresuitable(i.e. havinggreaterprobability of success)routewould

havebeenchosen.Thus,cooperationbetweennetworknodes,to spreadthe rerouteattemptsin time and

space,would increasethesuccessratesof thealternateestablishments.

We havechosento considerthreepossibleapproachesto determiningthe time of a reroute:Immedi-

ate, Random(n), andSequential. With the immediatetiming approachall of the reroutesattemptsareini-

tiatedby thecontrollingnodeassoonasthefailure is knownto it. Thiscorrespondsto thescenariowith the

least cooperationand possibly the most expectedinterference. In the Random(n)approachthe reroute

attempttime is determinedby generatinga randomvalue from a uniform distributionover an interval of

lengthn andusingthis valueaddedto the time of noti®cationas the reroutestartingtime. This approach

doesintroducesomelevel of cooperationasall controllingnodesusethesamealgorithm.In theSequential

approachall reroutesattemptsarehandledsequentially,with only onecontrollingnodeinitiating a reroute

attemptat anygiventime.Whenall thererouteattemptsof a singleaffectedconnectionarecompletedonly

then are rerouteattemptsmadeon anotherconnection.This methodwould reduceroutecollisions to the

minimum, maximizing the successratesof the rerouteattempts,but at the cost of much higher average

time to reroute.

Theseschemes(i.e. combinationsof approaches)are fairly simple and may not translateto good

practicalimplementations.Howeverthe objectiveof our investigationis to look at the signi®canceof the

componentsof the recoverymodel by choosingapproacheswhich spanthe entire spectrumof the com-

ponent.Sequentialtiming, while it may not be practicalfrom the standpoint of the time to reroute,will

give usanideaof thebestpossibleperformance,in termsof reroutingsuccess,which maybeachievedby a

perfecttiming strategy.It givesusa standardagainstwhich we cancompareour othermorepracticaltim-

ing schemes.In our experimentswe will explorethe solutionspaceof our recoverymodelby examining

all combinationsof thetwo components.
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4.3. Underlying Mechanismsto Support Failure Recovery

Therearetwo mechanismsthatareusedby thereroutingschemesthatwe will study.Thesearepart

of our overall modelof fault recoveryandwe do not changethemin our experiments.Thesemechanisms

are a fault detectionand control mechanismand a routing mechanism. The fault detectionand control

mechanismdeterminesif a fault hasoccurredandsendsa fault messageto thesourcenodesof theaffected

connections.The processof fault detectionis fairly complexandwe do not investigatethis further in this

paper.We assumethat when a link is characterizedas faulty, somelow level validation hasbeenper-

formed to eliminate transientfaults and oscillations. The fault messagecontainsinformation about the

topologychange,the resourcestateon the affectedcomponents,andother informationwhich dependson

theparticularscheme.

The routing mechanismis basedon the DCM RoutingAlgorithm [21] anddeterminesa routefrom

thesourcenodeto thedestinationnodetakinginto considerationthetraf®candperformancecharacteristics

of the connection,the currentnetwork load (including the failed link or links), and the locus of control.

The DCM RoutingAlgorithm providessourcerouting and is achievedby usinga modi®ed,constrained,

versionof the Bellman-Fordalgorithm. The goalsof the routing algorithmwereto maximizethroughput,

balancethenetworkload,obtainroutesin a timely manner,andto maximizetheprobability that theroute

providedwill besuccessfullyestablished(i.e. theroutewill beestablishedwith thetraf®candperformance

speci®cationsgiven by the client). The routing algorithmcalculatesa minimal-costroute, in accordance

with thecriteriapresentedabove,wherethecostof therouteis thesumof thecostsof the links comprising

the route.The costof a link is a delayvalue,which is the sumof the minimumqueuingdelayofferedby

the startingnodeto a real-timechannelwith thesetraf®ccharacteristics,the transmissiondelay,and the

propagationdelayalongtheoutputlink. While the transmissionandpropagationdelayandare®xedcosts,

thequeuingdelayexperiencedin theRCSPscheduleris variable,andis dependenton the currentchannel

resourcereservationson the correspondingoutput link andthe traf®ccharacteristicsof this new channel.

An overviewof theequationusedto obtainthisvariablevaluewaspresentedin Section4.2above.

The DCM routing algorithm proceedsin two steps.In the ®rststepa directedgraph is createdin

which the nodescorrespondto switchesand hostsin the network and the edgesto the links connecting

theseswitchesand hosts.The weightsattributedto eachedgerepresentthe link costs.The link cost are

computedjust prior to applyingthealgorithmtherebyusingthemostrecentlink informationobtainedfrom

routing updatemessages.In the secondstepa constrained,modi®edversionof the Bellman-Ford4 algo-

rithm is thenappliedto this graphto determinea possibleroute.In this algorithmconsecutivesearchesare
�����������������������������������

4 ThefundamentalBellman-Fordalgorithm[22] searchesfor theshortestpathsbetweena speci®edsourceanddestina-
tion nodestartingfrom all possibleone-hoppathsandcontinuinguntil theN-2-hoppathsareexamined.



C.Parris,A. Banerjea - 12 - An Investigationinto FaultRecovery...

performedon all 1, 2, .., N-2-hoppathsfrom the sourceto the destinationnodeuntil the delaycondition

l (s,d)
S dl £ D is satis®ed,whereD is thedelayboundof thechannel,dl is theweightof link l, (s ,d ) is the

pathfrom the sources to the destinationd, andN is the numberof nodesin the network.A constraintis

placedon thenumberof possiblesearchesby stoppingat the®rsthoplevel5 at which thedelayboundcon-

dition is satis®ed,andchoosingtheminimumcostpathwithin thesamelevel.

The DCM routingalgorithmseeksto maximizethroughputby minimizing thenumberof intermedi-

atenodesencounteredalongthepathfrom thesourceto thedestinationhost.By minimizing thehopcount,

therewill belesscontentionfor resourcesamongchannelrequestswhich will resultin a correspondingrise

in throughput.The loadbalancingcriterionalsoreducescall blockingby distributingtheloadmoreevenly

throughoutthenetwork.The algorithmlimits its searchspace,thusreducingits computationtime, thereby

providingroutesin a timely manner.It alsoincreasestheprobabilitythatchannelestablishmentwill besuc-

cessfulas it determinesthe link queuingdelaysbasedon the traf®ccharacteristicsof the channelandthe

mostrecentresourcereservationinformation.

Routingupdatesare currently doneon a per-channel-establishmentbasis.This is accomplishedby

havingeverynodebroadcastthe loadvaluesof its links to all othernodesafter it sendsthereversechannel

establishmentmessageto the previousnodeon the new channelsroute; eachreceivingnodeupdatesits

local link-statetable.Thisbroadcastis donealonga minimumspanningtree.

5. Experimental Design

We proposeto explorereroutingalongthe lines of the componentsof locusof reroute, andreroute

timing asde®nedin the previoussection.In this sectionwe will describeour experimentalframeworkby

presentinga networkload indexwhich we useboth to characterizethe traf®con the networkandto com-

parethe successrateof different schemes;a setof performancecriteria or metricswhich we useto gauge

the performanceof our schemes;and the other factors(suchas network topology and workload) which

needto be®xedin orderto compareour reroutingschemesunderidenticalconditions.

5.1. Load Index

Oneof theproblemsfacingany investigationwhich comparesschemesinvolving guaranteedperfor-

manceconnectionsis theoneof choosinganindexwhich cancharacterizetheloadimposedon thenetwork

by a single or any numberof guaranteedperformanceconnections.This is important, for instance,in
�����������������������������������

5 This hoplevelis thenumberof hopsfrom thesourceto thedestinationnode.
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studyingthe effect of network load on the behaviorof the reroutingschemes.This also affectshow one

measuresthe successof rerouteactions. To quantify the amountof traf®csuccessfullyreroutedonemust

take the numberof channels,their bandwidthspeci®cations,their delay requirements,and the numberof

links affectedaffectedby eachof thesechannelsinto account.A generalsolutionto thisproblemwouldbe

quite complex,however,we havedeviseda simpleindex which meetsthe aboverequirementswithin the

contextof theRCSP(RateControlledStaticPriority) schedulingdiscipline.

The descriptionof the RCSPadmissioncontrol scheme,in section4.1, motivatesthe choiceof the

load index in a networkusingthis schedulingstrategyat all nodes. Introducinga channelinto thenetwork

at level l addswork to all lower levels.This is why a low delay (high priority) channelconsumesmore

resourcesin thenetwork,sinceit usesa high-priority level (small l) andit increasescall blockingprobabil-

ity at all levels m>l . If the delay requirementis larger, it goesinto a lower priority level (larger l) and

effectsfewer levels. Thispromptsusto considerthesumof thework (asspeci®edby equation2) acrossall

levelsasanindexof theloadon thenode.A highpriority channelwill causea big changein this indexasit

will increasethe work at all levels,while a channelat the lowestpriority level will only effect onelevel.

We call this indexof theloadon thenetworktheQueuingDelayIndex.
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Figure 1. QueueingDelayindexvs.otherloadindices:Graphi) showsthat theproposedload
indexis monotonicallydecreasingasa functionof delayif all otherfactorsareconstant.Graph
ii) showsthat it is linear in bandwidthandgraphiii) showsthat it is linear in thepathlengthof
therouteprovidedthedelayrequirementperhopremainsconstant.

Figure1 showshow successfulthis index is at capturingbandwidth,delayandpath-lengthascom-

ponentsin the overall load on the network.Graphi) showshow the index changesas a function of the

delayrequirementof a channelon anotherwiseemptynetwork. We canseethatasthedelayrequirement

becomesslacker(higherend-to-enddelaybounds)the loadindexdecreases.Thegraph¯attensout beyond
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200msbecauseat this point thechannelis at the lowestlevel in theRCSPqueuesandfurther increasesin

thedelaybounddo not effect thepriority level of thechannel.Thus,bandwidthandpath-lengthremaining

the same,the index is monotonicallydecreasingas a function of the end to end delay bound. Graphii)

showsthat the load index is linear in the bandwidthof the traf®c,with the slopeof the line dependenton

the delayboundof the channel.Graphiii) showthat the index increaseslinearly with the path length,as

long asthedelayboundper link remainsconstant.We believethat this indexis a goodcharacterizationof

theoverall loadon thenetwork.We will usethis index to characterizethe loadon thenetworkin orderto

studyhow thebehaviorof theschemeschangeasa functionof thenetworkload.

This index alsomakesit possibleto comparechannelswhich havedifferent bandwidth,delay and

path lengths. We de®nethe Empty Network Delay index (END index) of a channelas the load index

measuredby establishingthechannelin anotherwiseemptynetwork. By measuringthis in anemptynet-

work we eliminatesecondorder effectssuchas interferencewith other channelswhich might causethe

channelunderconsiderationto takea longerpath. Under the assumptionthat the routing schemealways

picks the shortestavailablepath and the admissionschemealwaysputs the channelin the lowest RCSP

queuelevel which would suf®ce,this is thesmallestincreasein theoverall loadindexwhich canbecaused

by setting up this channelsuccessfullyunder any condition. We will use the END index to compare

schemeswhich successfullyreroutedifferentsetsof channelsunderidenticalconditions,by comparingthe

sumof theEND indicesof onesetagainsttheother.

5.2. Metrics

Themetricsby which we comparetheperformanceof thereroutingschemesis signi®cantasit must

provideuswith a usefulassessmentof thescheme.To thisendour criteria is basedon theeffect to boththe

client and the network. The metricsare: the reroutingsuccessratio; the averageand maximumtime to

reroutea connection;the averageand maximumpacketslost before reroutecompletion;and the excess

loadconsumedby thereroute.

The fraction of the affectedtraf®cwhich could be successfullyrestoredby the reroutingschemeis

importantto both the networkand the client. This is measuredin our simulationsby summingthe END

indices(de®nedabove)of thesuccessfullyreroutedchannels,andexpressingthis valueasa percentageof

thetotal affectedtraf®c. This successratio allowsusto comparechannelswith differentbandwidth,delay,

and path lengthon a singlemetric. Looking at the ratio rather than the absolutevalue of the amountof

traf®csuccessfullyreroutedis also importantbecauseit makesour graphsindependentof the load. The

effect on the client is capturedby the averageandmaximumtime to recoverthe affectedconnectionof a
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client (providedit can be rerouted),as well as the averageandmaximumnumberof packetslost before

reroutecompletion.This is measuredin our simulationover the setof successfullyreroutedchannels,by

keepinga recordof the simulationtime at the time of the fault andthe®nishof eachchannelreroute.We

alsorecordthenumberof packetslostoverthelifetime of theconnection.

The effect on the networkis capturedby the excessof resourcesthat areconsumedby the success-

fully reroutedchannels,as comparedto the minimum amountof resourcerequiredto supportthis setof

channels.Theactualresourcesconsumedby thesuccessfullyreroutedchannelsis measuredin thesimula-

tion by calculatingthenetworkload index (asde®nedin Section4.4.)onceafter thereroutingis complete

andagainafter tearingdown the setof successfullyreroutedchannels,andtaking the differencebetween

thetwo values.Theminimumresourcesrequiredto supportthissetof channelscanbeapproximatedby the

sumof theEND indices,sincetheEND indexof a channelrepresentstheamountof resourcesrequiredif

the routing andrelaxationis not constrainedby the presenceof otherchannels.The excessof resources

canthusbeexpressedasa percentageby
minimum

(required- minimum)
� ��������������������������������� * 100.

5.3. Other Factors

The factorsthat we consideredsigni®cantin our experimentdesignwere the networktopology,the

routingscheme(i.e. the routingalgorithmandthe routingupdatemechanism),theworkload,thererouting

scheme,thenumberof retriespermittedon anaffectedconnection,andthe fault model.In theexperiment

setdiscussedin this paperwe ®xedthe networktopology,the routing scheme,the numberof retries,and

the fault model. The network topologyusedwas that of a simple 5x5 squaremeshas it is allows us to

manuallyverify resultsfairly easily,while at thesametime providinga diversenumberof possibleroutes

betweenany hostpairs.The routing schemeusedwas describedin Section4.2. In theseexperimentsno

retrieswerepermittedsinceretrieswould interactwith thedifferent reroutingschemesandpreventusfrom

isolating the effectsof one from the other. A single link fault was allowed during eachrecoverycycle,

which is the time interval betweenthe occurrenceof a fault andthe completerecon®gurationof the net-

work. This completerecon®gurationincludes the reroute of all possibleaffected connectionsand the

recon®gurationof theroutingdatabasesof all nodesin thenetwork. In othersubsequentexperiments(to be

publishedin anotherpaper)thenumberof retriesandthefault modelwill alsobevaried.

In the experimentsdescribedin this paperthe workloadandreroutingschemesare the only factors

that we vary. This allows us to look at the effectsof thesefactorswithout allowing the other factorsto

in¯uence theseeffects. The workloadis composedof the setof channelswhich wereestablishedprior to

thefault in thenetwork.To studyhow theperformanceof thereroutingschemeschangesover loadwe ran
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our simulationsat four differentworkloadlevels.In termsof thenetworkloadindexde®nedin Section4.3,

the load levelswerelow = 270,medium= 620,medium-high= 790,andhigh = 858.To give thereaderan

ideaof thecorrespondingbandwidthutilization,samplevaluesfrom our experimentsarepresentedhere.In

onesetof workloadsthe low workloadlevel correspondedto a 15.8%averagebandwidthutilization anda

63.3% bandwidthutilization (maximum)on the heaviestloadedlink; mediumcorrespondedto a 32.0%

averageanda 84.7%maximum;medium-highcorrespondedto a 41.2%averageanda 87.3%maximum;

andhigh correspondedto a 44.5%averageanda 86.7%maximum;Thenumbersshownabovecorrespond

to only oneof a numberof workloadswhich we generatedandusedfor our simulationsat eachworkload

level. It shouldalsobestressedthatthenetworkloadindexcapturesmorethanthebandwidthinformation,

anda setof channelswith identicalbandwidthrequirementsbut differentdelayrequirementswouldgive us

different loadindexvalues.

The workloadsthemselveswerestatisticallygeneratedwith the following characteristics.The chan-

nelsin theworkloadcomefrom threeclasses,with bandwidthrequirementscorrespondingto A) a oneway

low quality video conferencechannel,B) a CD quality audio channel,C) and a telephonequality audio

channel.The distributionof theseis chosensothat30%of thechannelsbelongto classA, 30%to classB,

the the restto classC. The hostpairswereselectedrandomlyto lie alongthe peripheryof the mesh.The

delay requirementsof the channelswere also generatedstatistically, to lie uniformly in the range

[x+50,x+100] ms,wherex is theoneway propagationdelaybetweenthesourceandthedestinationof the

channel.Thereafterdifferent numbersof channelswere generatedwith the abovestatisticalpropertiesto

getdifferentvaluesof theworkloadindex. Thespeci®cvaluesof theworkloadindexwe usewerechosen

by studyingthe main criteria (routing successratio) acrossa muchmoredenselychosensetof workload

points and looking for regionsin which the behaviorwas relatively stable.The workload points chosen

representthe midpointsof thesestableregions.Thereaftera numberof experimentswere performedat

workloadsat or very closeto eachof the four valuesshown,andtheir resultsaveraged(or the maximum

acrossthesettakenin thecaseof metricssuchasmaxtime to reroute)to increasecon®dencein our experi-

ments.We did not calculatethe statisticalcon®dencebecausewe usetheseresultsfor roughcomparisons

andnot to provideprecisenumbers.Thuswe merelyreassuredourselvesthatthevariationbetweenexperi-

mentsat the sameworkload level weresmall comparedto the differenceswhich we useto draw conclu-

sions.

The other factor we vary in our experimentsis the reroutingschemes.We havealreadydescribed

the two orthogonaldimensionsalongwhich we plan to explorethe schemespace.Within the Random(n)

approachwe look at three randomizationintervals:300, 1500, and 3000 ms. Thesethree valueswere

chosenfrom a larger set of randomizationintervalswith which we experimented.They spanthe range
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overwhich sucha techniqueis reasonablein termsof thetime to reroute,andarealsofairly representative

of theresultswe sawfrom othervaluesof therandomizationinterval.

6. Resultsand Analysis.

The resultsof our experimentsareshownin Figures2 - 5 asbar charts.Each®gurecontainseight

graphsshowinga particularmeasureof the performanceof the reroutingschemesacrossfour different

valuesof networkload. In eachset,graphsi) -v) keepthe timing component®xedwithin eachgraph,and

comparethe different locusof reroutingapproachesacrossdifferent loadvalues.For example,graphi) of

eachsetkeepsthe timing ®xedat Immediate,andshowsthe Global,Local, andHybrid locusof rerouting

approachesacrossdifferent network loads.In graphsvi) - viii) the locusof reroutingis ®xedwithin each

graphandthedifferent timing approachescanbecompared.They are:Immediatetiming, Sequentialtim-

ing, andRandom(n)timing overthreerandomizationintervals.In thegraphsR1, R2, andR3 standfor Ran-

domover300,1500,and3000msrespectively.

Figure2 showsthe reroutingsuccessratio (SR) acrossthe setof workload indices. Graphsi) - v)

eachkeepthetiming component®xedto allow usto comparethelocusof reroutingapproaches.Globaland

Hybrid reroutingseemto be comparable.Local reroutingreroutesfar fewer channelsat all load levels.

Furtherthe performanceof Local reroutingdeterioratesmorerapidly with increasingload. The reasonis

that Local reroutingconsidersa far fewer setof routesduring routeselection. Graphsvi) - viii) examine

the effect of the timing component,keeping the locus of rerouting componentconstant.As expected,

Sequentialperformsthebestin termsof thenumberof reroutedchannels.Immediatetendsto performthe

worst sincewe havethe mostroutecollisionswhenall channelsaretrying to reroutesimultaneously.We

seethat increasingtheintervaloverwhich thererouteshappenimprovesthesuccessrateevenwith random

timing. From this we concludethat a moreintelligentmechanismfor preventingcollisionsby spacingout

reroutesbasedon commonlinks would performevenbetter.Sequentialrepresentsin a sensethe bestper-

formancewhich canbe hopedfor after eliminatingall collisions,i.e. with perfectcooperationbetweenall

nodes.

The next set of graphs(Figure 3) showsthe time to reroutefor different work loads.The lower

(solid) bar showsthe averagetime to rerouteover all successfulchannels,the higher(dashed)bar shows

themaximum. As beforegraphsi) - v) ®xthe timing component.We seethat in this respect,the locusof

reroutingapproachesareall comparable.This is becausethe major costof the reroutingcomesfrom the

roundtrip for channelestablishment,which is thesameacrossthethreeapproaches.Themaximumtime to

rerouteis about150 ms for Immediatetiming acrossall locusof rerouteapproaches,which is closeto the
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roundtrip time betweenthe farthestsetof hostpairs in our load model.For Random(n) timing the max-

imum time to rerouteis aboutn+150ms,which is asexpectedsincethe last rerouteattemptedwould start

neartheendof n msandwould takeabout150msto complete.Themaximumtime with Sequentialtiming

changeswith the load. Initially, it increaseswith load sincetherearemorechannelsaffectedandtheyare

tried in sequence.But at high load it dropsoff sincelesschannelscan be successfullyrerouted,and the

maximumand averagetimesare computedover the set of successfulchannels.Sincethe later onesare

morelikely to fail (astheearlierreroutesconsumethe remainingresources)the maximumtime to reroute

(correspondingto the last successfullyrerouted channel) is lower for load=858 than for load=790.

De®nitelyat this point thenetworkis approachingsaturation,in termsof theamountof guaranteedperfor-

manceconnectionsthatcanbesupported.With theexceptionof Immediate,theaveragetime to rerouteis

abouthalf the maximumsincethe reroutesoccuruniformly over the interval considered.For Immediate

thedistributionof pathlengthsdetermineswheretheaverageis comparedto themaximum. If we consider

the datafrom the otherperspective,i.e. we keepthe locusof rerouteconstantandcomparethe different

timing approaches(seegraphsvi) - viii) ) we note signi®cantdifferences.As expectedImmediateis the

fastest,faster than Sequentialby an order of magnitude. This is the reasonwhy Sequentialis only an

academicidealto comparethesuccessof reroutes,andnota practicalscheme.

Figure4 showsthepacketlossin thesameformatasin Figure3. Theshapeof thegraphsis similar

to thatof thepreviousset.This is becausethenumberof packetslost dependson thetime takento reroute.

Howeverthenumberof packetslost for Local at higherloads,seemssmallcomparedto thetime to reroute.

This is becauseat thathigh loadonly the low resourceconnectionswerererouted.This againpointsto the

inability of Local reroutingto dealwith high loadconditions.

The last setof graphs(Figure5) showthe excessresources(asdescribedin Section5.2) consumed

by the reroutedrequestsacrossdifferent network loads.Thesegraphsare bestinterpretedin conjunction

with Figure2 wherethesuccessof thereroutein termsof theamountof work reroutedareplotted.Without

this additionalinformationwe might look at the smallerexcessresourcesconsumedby Local (graphsi) -

v)) at load=858andconcludethat it is moreef®cientthanGlobalat high load.Howeverwe notefrom Fig-

ure 2 that Local successfullyreroutedmuch less work so that it is not unreasonablethat it was more

ef®cientaboutit. In otherwordswe canonly call a approachmoreef®cienton thebasisof a lower valueof

excessresources,if it is alsocomparableor betterin reroutingsuccess(Figure2). Thuswe canconclude

thatwhile its reroutingsuccessis comparableto thatof Global,Local haslessef®ciencyin termsof excess

resourcesused.At high loadswe havealreadyseenit to havea poorerreroutingsuccess.Thuswe cansay

thatit is consistentlyworsethanGlobalrerouting.We canalsocompareGlobalandHybrid rerouting,since

their successratesaresimilar throughoutall rangesof loads.We notethatwhile at low loadstheef®ciency
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of Hybrid is less(becauseof thelongerroutesusedby thelocal reroutes),at high loadsits useof resources

is betterthanGlobal.Sinceits successratio at high loadsis equal,this givesus a slight reasonto believe

that Hybrid offers someadvantageover Global. Howeverthe evidenceis not really conclusiveon either

side. Looking at thedatafrom theperspectiveof graphsvi) - viii) doesnot give usmuchinsight.We note

that at high loadsSequential,while rerouting more work than the other approaches,still showshigher

ef®ciency.Thusincreasingthe level of cooperationpaysoff not only in termsof a largeramountof traf®c

rerouted,but alsobecauseit usesthe networkresourceslesswastefully.This encouragesus to searchfor

goodcooperationschemeswhich arefasterthanSequentialbut give us thesamebene®ts.We believethat

more intelligent schemeswhich tradeoff time to reroutefor higher successratesin more sophisticated

waysthanRandom(n)will payoff.

7. Conclusion.

In this paperwe investigatedapproachesfor the reroutingof guaranteedperformanceconnections

affectedby faults in the network. In addition to avoiding the faulty link, reroutingmust ensurethat the

traf®candperformanceguaranteesmadealongthe previousrouteswill be satis®edalongthe new routes.

Thegoalof a reroutingschemeis to rerouteasmuchof theresources(i.e theresourcereservationsaffected

by the fault) aspossible,asquickly aspossible,andminimize the effect of the fault on the client andthe

network. To this endwe choosecriteria,or metricsof success,thatre¯ect thesegoals.Fromtheclient per-

spective,the criteria of interestwere the averageand maximumtime takento establishthe successfully

reroutedconnections,and the averageand maximumnumberof packetslost during rerouting. From the

networkperspective,the criteria of interestwere the amountof affectedtraf®cthat wasrecoveredby the

scheme,thesuccessratio (SR),andtheamountof networkresourceswhich waswastedin theprocess.To

measuretheseresourceswe useda QueuingDelayLoad index thatcapturesboth thebandwidthanddelay

resourcesreservedby a connection.The¯attening of thesetwo resourcesalongonedimensionallowsusto

bettercompareschemes.

We examinedreroutingalongtwo orthogonalcomponents;the locusof rerouteandthe timing com-

ponent. The locus of reroutedeterminesthe nodewhich selectsthe new routeand the constraintsunder

which this routeis selected,andthe timing componentdeterminesthe time at which the recoveryattempt

shouldbegin.Therearethreelocusof rerouteapproaches;Local, Hybrid, andGlobal. Therearealsothree

different reroute timings approaches:Immediate,Random and Sequential.The cross product of the

approachesin thetwo componentsspanthecompletereroutingschemespace.
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All reroutingschemeswereexaminedacrossa cross-sectionof workloadsandthe approacheswere

comparedalong the lines of the criteria mentionedabove.Thesecomparisonswere achievedby using

extensivesimulationexperiments.With our assumptionsof topologyandexperimentalcon®guration,our

analysisshowsthat theGlobalandHybrid reroutetypeprovidecomparablesuccessratios(SR),acrossall

loads,with Local providing the worst. Local also performsworsein termsof ef®cientuseof resources.

Globalseemsto useresourcesmoreef®cientlythanHybrid at low loads,but Hybrid matchesandsurpasses

Globalat very high loads. Sequentialtiming providesthe bestsuccessratio (SR) acrossall loads,aswell

as the most ef®cientusageof network resources.However Sequentialis at most a theoretical"best"

method,becausetheaverageandmaximumtime to rerouteis an orderof magnitudehigherthanImmedi-

ate. We concludethat more intelligent approachesfor cooperationwould provide signi®cantgainsover

Immediate(i.e. no cooperation).Evenvery simplerandomizationapproachescanprovidesigni®cantgains

over approacheswith no cooperation,but more intelligent approachesshouldbe investigatedsince the

theoreticalbestis still well beyondwhatcanbeachievedby randomizationwithin reasonableintervals.

Global, Local and Hybrid perform comparablyin termsof time to rerouteand packetslost during

rerouting.Using Immediatetiming they takeabout150 ms at mostto reroute.This, of course,is depends

on thetopology,link speedsanddistributionof channelpathlengths.In general,thefastestmaximumtime

to rerouteis slightly largerthantheroundtrip time.Cooperationbetweennodesincreasethemaximumand

averagetime to rerouteandalsothenumberof packetslost.Sequentialreroutingis too slow andexpensive

in termsof lost packetsto beusedin practice.Randomizationovera small interval takesa maximumof the

intervalplusoneroundtrip time to complete.

Therearemanyotherareasof investigationto beexploredin rerouting. Currentlywe areinvestigat-

ing thebehaviorof our approachesin thepresenceof multiple faultswithin a recoverycycle, theeffect of

multiple retrieson theapproaches,andtheeffectof differentroutingalgorithmson theapproaches.
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viii) Routing= LocalSR(%)

Figure 2. Routingsuccessratio vs. load: Thesumof theEND indicesof thesuccessfullyreroutedchannelsexpressed
asa percentageof thesumof theEND indicesof theaffectedchannelsis usedasa measureof thesuccessof rerouting.
Graphsi) - v) comparethe routingapproacheskeepingthe timing componentconstant.Graphsvi) - viii) comparethe
differenttiming approacheskeepingroutingconstant.
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viii) Routing= Localms

Figure 3. Time to reroutevs. load: Thelowersolidboxshowstheaveragetime to reroute,thehigherdashedbox show
the maximumtime to rerouteover all successfullyreroutedchannels.Graphsi) - v) comparethe routing approaches
keepingthe timing componentconstant.Graphsvi) - viii) comparethe different timing approacheskeepingrouting
constant.
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viii) Routing= LocalPkts

Figure 4. Packetlossvs. load : The lower solid box showsthe averagepacketloss,the higherdashedbox showthe
maximumpacketlossover all successfullyreroutedchannels.Graphsi) - v) comparethe routingapproacheskeeping
thetiming componentconstant.Graphsvi) - viii) comparethedifferenttiming approacheskeepingroutingconstant.
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viii) Routing= LocalER(%)

Figure 5. Excessresourcesvs. load : Theamountof networkloadattributableto thesuccessfullyreroutedchannelsis
expressedasa percentagedifferencefrom thesumof END indicesof thesuccessfullyreroutedchannels.Graphsi) - v)
comparetheroutingapproacheskeepingthetiming componentconstant.Graphsvi) - viii) comparethedifferenttiming
approacheskeepingroutingconstant.
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